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Executive Summary
This deliverable D2.4/ Vision, Specification and System Architecture presents the global
knowlEdge architecture along with the functional specification. The architecture will be
drawn based on the concrete system and business specifications, and it can be used as a
reference for all partners to understand the relative positioning of the components within
the project and how each component interacts. The architecture has been described
according to the Industrial Internet Consortium Architecture best practices, describing the
different aspects of the architecture from different viewpoints.
•

Functional: The functional viewpoint focuses on the functional components in an IIoT
system, their structure and interrelation, the interfaces and interactions between them,
and the relation and interactions of the system with external elements in the
environment, to support the usages and activities of the overall system. This viewpoint
is covered by Section 2.

•

Usage: The usage viewpoint addresses the concerns of expected system usage. It is
typically represented as sequences of activities involving human or logical (e.g. system
or system components) users that deliver its intended functionality in ultimately
achieving its fundamental system capabilities. This viewpoint is covered by Section 3
on Functional Specifications.

•

Implementation: The implementation viewpoint deals with the technologies needed to
implement functional components (functional viewpoint), their communication schemes
and their lifecycle procedures. This viewpoint is sketched in section 4 covered in
subsequent interactions of this deliverable and deliverables of the corresponding
technical workpackages.

For each viewpoint, all the components are described in detail, including a component
diagram, technical foundations, and interactions with other components.
The architecture will be comprised of an integrated toolset (in a micro-service approach) to
facilitate and stimulate multi-stakeholder co-creation and collaborations evident in
manufacturing activities. Using microservices approach benefits from the distributed cloudfog-edge knowlEdge architecture. To this end, the platform architecture will also facilitate
the access and distribution of knowlEdge across various components while preserving the
security, privacy and quality constraints associated with synchronous and asynchronous
collaborations.
This document thus represents an architectural reference for the “big picture architecture”
of the platform and represents the vision of the platform based on current knowledge. This
initial version, D2.4 Initial represents the main release and subsequent versions will
incorporate in-project changes (due to the reality of implementation).
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0 Introduction
0.1 knowlEdge Project Overview
The knowlEdge is a project funded by the H2020 Framework Programme of the European
Commission under Grant Agreement 957331 and conducted from January 2021 until
December 2024. The knowlEdge consortium consists of 12 partners from 7 EU countries,
and its solution will be tested and evaluated in 3 manufacturing sectors with a total budget
of circa 6M€. Further information can be found at www.knowlEdge-project.eu
AI is one of the biggest mega-trends towards the 4th industrial revolution. While these
technologies promise business sustainability and product/process quality, it seems that the
ever-changing market demands and the lack of skilled humans, in combination with the
complexity of technologies, raise an urgent need for new suggestions. Suggestions that
will be agile, reusable, distributed, scalable, accountable, secure, standardized and
collaborative.
To break the entry barriers for these technologies and unleash their potential, the
knowlEdge project will develop a new generation of AI methods, systems and data
management infrastructure. This framework will provide means for the secure
management of distributed data and the computational infrastructure to execute the
needed analytic algorithms and redistribute the knowledge towards a knowledge exchange
society. To do so, knowlEdge proposes 6 major innovations in the areas of data
management, data analytics and knowledge management: (i) A set of AI services that
allow the usage of edge deployments as computational and live data infrastructure, an
edge continuous learning execution pipeline; (ii) A digital twin of the shop-floor to test the
AI models; (iii) A data management framework deployed from the edge to the cloud
ensuring data quality, privacy and confidentiality, building a data safe fog continuum; (iv)
Human-AI Collaboration and Domain Knowledge Fusion tools for domain experts to inject
their experience into the system to trigger an automatic discovery of knowledge that allows
the system to adapt automatically to system changes; (v) A set of standardization
mechanisms for the exchange of trained AI-models from one context to another; (vi) A
knowledge marketplace platform to distribute and interchange AI trained models.

0.2 Deliverable Purpose and Scope
The purpose of this document “D2.4 Visio, Specification and System Architecture (Initial)”
is to introduce the knowlEdge platform global architecture. This document breaks the
description of such architecture in different viewpoints (functional, usage, and
implementation) where it describes how the different (sub) components work, interact with
other components, which services are provided to the knowlEdge platform stakeholders
and a first attempt to describe how they will be deployed in the cloud-edge continuum.
The architecture is focused on gathering components from the tasks provided in the
technical work pages and fitting them into a coherent picture. It is based on requirements
identified within D2.2 Evolutionary Requirement Engineering and Innovations, the
Description of Action (DOA) and D2.1 User need specification and scenario definition.
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0.3 Target Audience
The primary target for this document is the partners involved in technical WPs 3,4,5,6 and
7. However, it is of wider relevance to all partners giving an overview of the project's
components. Additionally, as this is a publicly available document, this document may be
of use to the wider scientific and industrial community including other publicly funded
projects and anyone interested in collaborations with knowlEdge.

0.4 Deliverable Context
This manual is based on the project procedures as defined within the knowlEdge
Description of Action and Consortium Agreement and where necessary extend them in the
operational aspects. However, it is subservient to those documents.
It is one of the cornerstones for achieving the project results, identified as follows:
•

•

User need specification and scenario definition Initial (D2.1): This document is a
reference document focused on scoping the pilots and their user needs that will be
the validation scenarios of the knowlEdge project. This deliverable provides context
to this document as pilots are first knowlEdge adopters.
Evolutionary Requirement Engineering and Innovations Initial (D2.2): This
document is one of the key documents for all deliverables and its content described
the expectations of the knowlEdge stakeholders and in such a way determine the
functional needs be covered by knowlEdge software components

0.5 Document Status
This document is listed in the Description of Action as “public” since it provides information
for project-internal usage only.

0.6 Document Dependencies
This document has no preceding documents or expected further formal iterations. If
explicitly requested by reviewers, a definitive version can be made available at the end of
the project.

0.7 Glossary and Abbreviations
A definition of common terms related to knowlEdge, as well as a list of abbreviations, is
available at www.knowlEdge-project.eu/glossary

0.8 Document Structure
This deliverable is broken down into the following sections:
• Section 1: Introduction: describing the knowlEdge Vision, describing a business case
and the foundations of the approach used to define the architecture
• Section 2: Functional viewpoint. Architecture: Overview of the “big picture” architecture
- grouping the components into the main layers and describing for each
layer/component from a technical point of view the specificities of the functionality
provided
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•
•
•

Section 3: Usage viewpoint. Functional Specification: Describing for each component
the services provided to the two main stakeholders of the knowlEdge platform. This
section introduces mockups to describe their usage.
Section 4: Implementation viewpoint. Deployment model, describing how the different
components are intended to be deployed in the could-fog-edge continuum
Section 5: Conclusions: An overview of the work done in this document

Annexes:
• Annex A: Document History
• Annex B: References

0.9 Reading Notes
•

None

0.10 Document Updates
None
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Introduction

1

1.1 knowlEdge Vision
The knowlEdge project’s challenge is to increase manufacturing companies
competitiveness through the development of a new generation of AI models and set of
data management tools and combine them with advanced visualisation and knowledge
management tools (digital twin, DSS, human-ai collaboration tool), to support humans to
make better business decisions, get business insights, and improve the way humans use
and interact with AI systems while easing their adoption of new AI-based solutions.
With that purpose, the main technical challenge to be addressed by the knowlEdge
architecture is divided into the following areas:
•

From the knowledge discovery and management domain, knowlEdge will
extract inherent and reusable knowledge from multiple heterogeneous big data
sources by using state-of-the-art data mining and machine learning techniques as
semantic signal processing, feature analysis and clustering.

•

From the AI domain, the knowlEdge software architecture will provide automated
AI modelling that allows the development, training and validation of
shareable/transferable AI models.

•

From the digital and multi-sided platform domain, the knowlEdge software
architecture will support the development of multi-sided platforms where
stakeholders and process experts can retrieve, provide, inspect and manipulate
knowledge via different interfaces.

•

From a software operation domain, knowlEdge will provide SaaS solutions to
users, obfuscating the management complexities and will provide a range of
security and DevOp tools to developers that will ease the scaling and deployments
of algorithms in the cloud-fog-edge continuum.

•

From the human-centric design and human-computer-interaction domain,
knowlEdge architecture will keep humans in the centre, by developing suitable
interfaces that retrain and upskill the role of humans in AI solutions.

1.2 The knowlEdge Platform Business Case
With the purpose to understand better the different components building up knowlEdge, a
usage use case of the knowlEdge platform is presented in this section.
knowlEdge is a software platform that provides value to a range of stakeholders that were
identified in deliverable D9.5 Exploitation Strategy. Current architecture tries to cover all of
them but an emphasis has been done on these two:
•
•

End Users in Manufacturing Companies: Shop-floor operators,
workers, engineers, and operation managers
Technology and Machinery providers: stakeholders with technical IT knowledge that
can be part of the manufacturing company or external leading software
industries specialised in the application of software solutions to manufacturing

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

4 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

companies, especially those focused mainly in AI, big data analytics, digital twin
technology, middleware design, and data scientists.
Both of these users are relevant as business value is provided to manufacturing endusers, but developers and other technical users need to get value from the knowlEdge
platform to adopt it and commercialise their developments using the marketplace.

1.2.1 End Users in Manufacturing Companies
The use case scenario is presented using the Parmalat case scenario as it provides a
deeper hypothetical business case:
Parmalat is a dietary producer that after some time producing and selling milk-based
products using custom-developed software solutions has decided that they can benefit
from the last trend of software as a service solution to improve its scheduling processes.
Parmalat has heard a lot about machine learning and artificial intelligence, but all those
terms and skills needed are out of the scope of their core business, so they are looking
for a professional solution that can provide them with a scheduling solution that is AIpowered and that can be accessed through the cloud and live in a hybrid cloud to edge
environment as they want to keep part of the data on-premises but they don’t want to
acquire the infrastructure and skills they have read that are needed to run AI solutions
Parmalat has heard that the knowlEdge platform can provide them with all the bits and
pieces of what they want. A manager accesses the marketplace and with a contact sales
person to get further information about the platform. In the marketplace, Parmalat search
by business terms such as process optimisation, production scheduling and simulators,
and they get a list of existing solutions where they find one that can apply to their needs.
After talking with their generic IT department they decide to get a subscription to the
knowlEdge cloud and get assistance from knowlEdge Inc to make the first trial of the
solution.
knowlEdge Inc personnel along with two IT engineers from Parmalat do a telco to
identify Parmalt’s business goal and to show Parmalat software engineers how the
different modules and how to connect the solution to their real facilities. Using the
development tools provided by knowlEdge they connect current Parmalat’s machines
using the knowlEdge deployment components responsible to run in the edge, and they
connect Data Collection Platform component and using easy to use interfaces, they
determine some data transformations to make data usable for the AI algorithms. After
that, they determine the cloud resources needed and download the existing scheduling
algorithm to their cloud virtual environment. knowlEdge Inc technicians explain in a
pragmatic way how they use the set of AI tools to retrain and fine-tune the scheduling
solution to Parmalat current needs. Once done the operation AI model is deployed onpremises. After that, the knowlEdge staff explain to Parmalat technicians how to use the
Human-AI collaboration tool to ingest domain knowlEdge and find at a given moment the
rationale under the decisions done by the system, that will help them to trustworthy the
AI decision-making process. With those steps is time to evaluate the MVP by the
operators and managers.
Parmalat IT staff with the help of knowlEdge Inc personnel explain to Parmalat operators
and managers how to interact with the knowlEdge Cloud Platform to get access to the 2-
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axis Decision Support system and the digital twin component, and how their interfaces
will support the scheduling process.
Both parts, Parmalat and knowlEdge, give 3 months to evaluate the adequateness and
extend the solution to the rest of the plant and scale the solution

1.2.2 Third Party Software Developer
The use case scenario is presented using a hypothetical UPC case scenario and its
interaction with the knowledge platform:
UPC, the Catalonian Politecnical University, has been doing research and development
of AI algorithms to solve manufacturing problems. They have expertise in well-known AI
languages such as Tensorflow and Pytorch, and want to sell their models to
manufacturing companies. UPC knows that there are existing cloud solutions for hosting
AI algorithms, but they have heard of the knowlEdge platform, an initiated specifically
oriented for manufacturing companies that have gathered a set of tools that promise to
accelerate the lifecycle of all the AI solutions covering not only the cloud but the fog and
the deployment of trained models to the edge. The tool seems to provide a marketplace
with customers already interested and with semantic animation of knowledge and a
digital twin.
UPC data science engineers access the knowlEdge marketplace and download a
development version of the platform and get access to the available documentation.
After some reach and having a look at the hello world example, they decide to program
their first knowlEdge model.
UPC uses the cloud demo version of the tools, using the Data Collection Framework to
parse a dataset they have collected from a previous project. Using the Data Quality
Assurance they can filter and debug data that was erroneous and was going to induce
models to learn incorrect examples. Afterwards, UPC has a look to the AI and Analytics
tab, where they find the knowledge Discovery Engine where they can use a range of
algorithms to label and augment data. Once this step is done, they have a range of
images labelled as defect and no-defects, using their tensorflow models that they upload
to the AI model generator, and the AI-Human Collaboration component, they train and
test the models using the HPC AI Bootstrapping. When UPC is happy with the
performance of the algorithm, they click on the deployment button, and a docker image
is generated by the Edge Embedded AI kit and deployed into a demo environment
through the Processing and Learning Orchestration. UPC checks the monitoring
dashboard and confirms the resource consumption of the algorithm.
UPC is now ready to generate a graphical UI for manufacturing operators. They open
the 2-axis DSS, where they can drag and drop an image viewer of the images with
defects highlighted and a table where alerts are due to appear.
Finally, UPC decides to deploy the solution to the marketplace. For that, they get a
developer account after contacting a knowlEdge contact person. After getting their
credentials, UPC uses knowlEdge Management component to label semantically their
solution, they set a price and upload their model to the marketplace.
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Both use cases are represented in Figure 1. The architecture presented in Section 2 and
the functional specification in Section 3 explain in detail how the components will support
them.

Figure 1: knowlEdge Relevant Concepts

1.3 Existing Industrial Reference Architectures
The results presented in this document follow the principles of two industrial reference
architectures presented in the sections below (i) the Industrial Internet Consortium
Reference Architecture and (ii) The Reference Architectural Model for Industrie 4.0.

1.3.1 Industrial Internet Consortium Reference Architecture
This section describes the Industrial Internet Reference Architecture (IIRA) [IIC,2019] and
its impact on the work done in this document.
The IIRA is a reference architecture intended for Industrial Internet of Things systems and
as such, it guides the development of systems, solutions and application architectures. It
provides common and consistent definitions for the system of interest, its decompositions
and design patterns, and a common vocabulary with which to discuss the specification of
implementations and compare options.
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One of the main aspects that knowlEdge has inherited from IIRA is the aggregation of
models into views at the appropriate level of abstraction.

Figure 2. IIRA Viewpoints and their relationships with Application Scope and
System Lifecycle Process
IIRA viewpoints four viewpoints are (see Figure 2):
•

Business: The business viewpoint attends to the concerns of the identification of
stakeholders and their business vision, values and objectives in establishing an IIoT
system in its business and regulatory context. As such, this view is covered by D2.1
User need specification and scenario definition Initial and D2.2. Evolutionary
Requirement Engineering and Innovations Initial

•

Usage: The usage viewpoint addresses the concerns of expected system usage. It is
typically represented as sequences of activities involving human or logical (e.g. system
or system components) users that deliver its intended functionality in ultimately
achieving its fundamental system capabilities. This viewpoint is covered by Section 3
on Functional Specifications.

•

Functional: The functional viewpoint focuses on the functional components in an IIoT
system, their structure and interrelation, the interfaces and interactions between them,
and the relation and interactions of the system with external elements in the
environment, to support the usages and activities of the overall system. This viewpoint
is covered by Section 2.

•

Implementation: The implementation viewpoint deals with the technologies needed to
implement functional components (functional viewpoint), their communication schemes
and their lifecycle procedures. This viewpoint is sketched in section 4 covered in
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subsequent interactions of this deliverable and deliverables of the corresponding
technical workpackages.
The IIRA maximizes its value by having broad industry applicability to drive interoperability,
map applicable technologies, and guide technology and standard development. The
architecture description and representation are generic and at a high level of abstraction to
support the requisite broad industry applicability .

1.3.2 The Reference Architectural Model for Industrie 4.0
The impact of RAMI4.0 [RAMI, 2016] into knowlEdge is more on a conceptual point of
view, and is kept more as a good practice guidelines for technical partners when designing
their functional, usage and implementation views to consider the elements identified in
RAMI.
RAMI proposes a six-layer description of functions differing in perspectives and levels of
control found in a manufacturing system (see Figure 3. RAMI 4.0 Axis 3 - Architecture):
•

Business layer: Functions that map business models/processes, define rules and
regulations and orchestrate services.

•

Functional layer: Functions that formally describe, model, and integrate services.
This view is covered by section 3.

•

Information layer: Functions that support event pre-processing, execution of rules,
data analysis, and quality assurance

•

Communication layer: Functions that support communication and provide control
services;

•

Integration layer: Functions that provide asset information and enable computeraided control, event-generation, connectivity, and component virtualization

•

Asset layer: Functions that are physically performed by an I4.0 component or
virtualize the component
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Figure 3. RAMI 4.0 Axis 3 - Architecture
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2 Functional viewpoint. Architecture
This section shows the high-level view of the knowlEdge architecture with the purpose to
provide an understanding of the main components and their functional offering to the
knowledge platform. The overview is followed by a detailed description of the components
introduced in the following sections.

2.1 Global High-Level Architecture
From a functional perspective, the architecture introduces the main components making
up the knowlEdge platform. It is common in the practice to mix several aspects of a global
architecture such as functional viewpoint along with the deployment perspective that is
part of the implementation viewpoint, indicating if components are meant to live in the
cloud or edge. knowlEdge perspective is to keep those perspectives as independent as
possible.
From a functional perspective, knowlEdge has defined a set of functional layers
aggregating components by their functional task. The layers defined are:
-

Smart Decision-Making Layer: composed of components providing interaction
with end-users of manufacturing companies and are intended to provide the humanin-the-loop aspects of the knowlEdge platform. These components allow to ingest
knowledge into the algorithm, reason with the data, get analytic results through
advanced dashboards and get inners of the system through the digital twin

-

knowlEdge Management Layer: is dedicated to semantically representing and
storing knowledge generated and consumed throughout the whole architecture and
different services. Sematic labelling and reasoning is part of the key functionality
provided by knowlEdge. Along with that aspect, the layer also covers the sharing of
that knowlEdge embedded in models and datasets in the way of a knowlEdge
marketplace providing function-based access to reusable AI.

-

AI and Data Analytics Layer: is composed of the components that cover the AI
lifecycle from feature engineering, model training, model evaluation and scoring,
model deployment, and model maintenance. The orchestration of AI services will be
performed through the distributed deployment framework to ensure optimum usage,
training and continuous evaluation of models. The advancements at this level will
realise the application of AI and the generation of knowlEdge across the
manufacturing environment.

-

Data Integration and Management Layer: has components with two purposes. To
ingest data from the shopfloor and other manufacturing systems into the knowlEdge
platform, and to provide the mechanisms to ensure the interoperability among the
components in the Cloud, Fog, Edge continuum.

-

Platform Services Layer: containing cross-platform functionality. This layer
provides the components that help to monitor the performance of the different
components and the performance of the algorithms, components that cover the
deployment of algorithms in the cloud/fog/edge continuum, and components
providing the security of the platform as a whole
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The diagram in Figure 4 provides an overview of the high-level architecture of knowlEdge
and provides a formal split of functional components.

Figure 4. knowlEdge Global architecture
The next table provides a brief description of the functionality provided by each component
that is enriched in subsequent sections.
Task

Component

Main Role

T3.1

Data Collection
Platform

This block will collect the data from the shopfloors of the different pilots and
make them available for processing at the upper layers of the 12knowlEdge
platform, using a uniform data model.

T3.2

Data Quality
Assurance

This block will perform data quality assessment providing structures,
modules and algorithms dedicated to this.
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T3.3

Historical Data
Storage Service

A scalable time-series data storage service responsible for storing the IoT
data across the Edge and the Cloud, orchestration and access control

T3.3

Real-Time
Brokering

A high-performance message broker facilitating failure-free data
propagation across different services in edge and cloud

T4.1

Knowledge
Discovery
Engine

Information and feature store to be exploited by other components to give
feedback based on interpretable information

T4.2

AI Model
Generation

An automated continuous process of model training and testing based on
synthetic datasets

T4.2

Edge
Embedded AI
Kit

Edge-ready lightweight module for the execution of model inference and
fine-tuning

T4.3

HP AI
Bootstrapping

AI algorithms automated execution in HPC/Cloud with embedded tracebased performance analysis

T4.4

Processing &
Learning
Orchestration

The component in charge of fetching and orchestrating the AI models from
T4.1 and T4.2

T4.4

Overall
Monitoring

Main access point to all the services provided by the monitoring API,
composed of several subcomponents at different levels

Knowledge
Management
and Repository

Knowledge management infrastructure and repository will deal with the
research and development of a distributed infrastructure and technical
means to ensure efficient management and access of information and
knowledge

Knowledge
Marketplace

This component will provide an interface for the presentation of AI models’
descriptions and metadata available from T5.1. Furthermore, the interface
should provide further functionalities such as user profiles and their
management, search capabilities, rating and feedback mechanisms etc.

Digital Twin

The digital twin is a digital counterpart representation of a physical object,
which accurately mirrors the current state of its corresponding physical twin.
The digital twin will simulate the behaviour of the manufacturing processes
based on simulators and AI algorithms and will provide results in 2D and 3D
dashboards

T6.3

Policy Manager

To guarantee the availability of knowledge and the integrity and
confidentiality of the information shared inside of knowledge a policy is
needed to be defined for each deployment.
This policy needs to be enforced by all components, which means all
components need to be supplied with the necessary information to make
the correct decisions.
The policy manager is the central source for policy information and the
central sink for security-relevant events.

T6.3

Identity
Provider

This component provides a single sing mechanism
for the users who have to interact with the other component

Deployment
Manager

The server-side components of a configuration management system for
edge applications. This component enables users to deploy software on
remote edge devices, providing utilities to support bulk deployments,
remote command execution, and deployment monitoring.

T5.1
and
T5.2

T5.3

T6.2

T6.4
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T7.1

T7.2
and
T7.3

Human-AI
collaboration &
Domain
Knowledge
Fusion

This component will offer an interface for domain experts to interact with AI
model, domain ontology, configuration. By doing so, it enables the domain
experts (or machine operators) to enter ground truth, configuration
adaptation, model selection, and ontology enrichment.

2-axis Decision
Support
System

Dynamic and interactive dashboard composed of several topics, such as
machine use (highlight the key elements of its activity), alerts to identify
areas where a fault or malfunction occurs and management info
(maintenance time, operational costs, machine performance, etc.) as
measured by key indicators
The visualized KPIs will be created and calculated based on the need of each
shop-floor and multiple levels (product-level and process-level) to evaluate
their success at reaching targets - should visualize T7.2 outcomes and live
data from shop-floors (WP3)

2.2 Introduction to Components
knowlEdge consists of several components, which are further defined in the following
sections. Each subsection contains:
•
•
•
•
•
•

Component Definition: with a clear description of the purpose and scope
Diagram: showing the internal architecture of the component decomposed into subcomponents
Interaction of the component: with other components, highlighting what type of
information is exchanged
Technical foundations: describing core technical decisions
Open issues: that have yet to be resolved and a way forward in solving them
Technological risks: and how they can be mitigated

The technology foundations are described in this document, but specific technology
selections are carried out at the technical workpackages (WP3-WP7) and future
interactions of this deliverable. All components include their own architecture diagram
illustrating sub-components and internal (within the component) and external (with other
components or systems) connections.
Each component describes its interactions with other components in the form of a table
with the following structure (columns):
•

Needs/Gives: This column represents the following type of interactions:
•
•
•

•
•

Gives: The main component provides the “With” component the “What”
Needs: The main component needs from the “With” component the “What”
Needs/Gives: The “What” is exchanged in both directions

What: This column describes the interaction itself
With: This column points at the component(s) that interacts with the main
component.

An example of this table is shown in Figure 5, where the interactions of the component are
shown:
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Needs/Gives

What

With

Gives

Information and meta-information about AI
models stored in knowledge repository

T5.3. Knowledge
Marketplace

Gives

Requested AI Models

T4.2. Edge Embedded
AI Kit

Needs

AI Models to be contributed to knowledge
repository

T4.2. Edge Embedded
AI Kit

Gives

Requested AI Models in order to retrieve
required meta information about these
models

T4.4. Processing and
Learning Orchestration

Needs

Meta information about AI models

T4.4. Processing and
Learning Orchestration

Needs

Meta Information about Datasets

WP3 - Data Integration,
Governance, and
Quality Management

Figure 5: Interactions’ Table of the knowlEdge Management and Repository
Component
This document makes heavy use of component diagrams to represent the architecture of
its components.
Figure 6 shows the meaning of the symbols employed in these diagrams. Also shown are
both the invocation arrows and the data flows, containing real data that is stored or used
across components. For external components related to the describing component, the
narrative focuses only on the external component use and interaction with the component
rather than the internal features of the external component.

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

15 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

Figure 6: Legend for the Components’ Architectural Diagrams
The boxes represented in Figure 6 have the following meaning:
•
•
•
•
•
•

Grey box: This box represents internal sub-components of each knowlEdge
component
Blue box: This box represents API sub-components that act as a bridge between the
current component and any knowlEdge or external component
Magenta box: This box represents any ZDMP component that interacts with the
current component
White box: This box represents the presence of a user interface of the component.
Black box: This box represents an external provider (external software component)
of certain tasks, eg an External Payment Provider or an External Messaging Provider
Storage symbol: This symbol represents the need of the component to store
specific information under its scope. It will emphasize the cases where information is
not stored by the historic data storage component.
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2.3 Smart Decision-Making Layer Components
Smart Decision-Making components provide UI interfaces to manufacturing end users and
are intended to provide the human-in-the-loop aspects of the knowlEdge platform. These
components allow to ingest knowledge into the algorithm, reason with the data, get
analytic results through advanced dashboards and get inners of the system through the
digital twin

2.3.1 Human-AI collaboration & domain knowledge fusion
Purpose: The purpose is to enable domain experts to inject their knowledge via
predefined interfaces allowing for collaboration with the system to connotate previous
knowledge with semantics, for instance with a description of a specific process. It helps
better understanding of the data, as it also provides the possibility for a better evaluation of
the whole AI pipeline.
Description: Human-AI Collaboration is a component that offers interfaces between
domain experts and the AI system. That is, the domain expert can interact with the AI
system without the need to understand the intricacies of AI.
Component Definition
The following diagram provides the overview of the component, its subcomponents as well
as the interfaces provided by the component to interact with other components.

Figure 7. Human-AI collaboration & domain knowledge fusion architecture
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The component is composed of the following subcomponents:
• Interface Abstraction – this subcomponent offers an abstraction of interfaces of
the underlying functionalities in order to enable the user to switch between the
features of the other sub-components
• Model Selection, Parameter Optimization and Adaptation – this subcomponent
enables experts to select models, optimize parameters, post-process, categorize
and extract information and knowledge using AI.
• Configuration Adaptation – this subcomponent enables the extraction of machine
configurations from the respective module, updates the existing information in
machine configuration.
• Domain Ontology Enrichment – the subcomponent responsible for enhancing the
domain ontology based on expert feedback.
Interaction of the Component
The following table specifies the input/output data and components feeding to/from this
component:
Needs/Gives

What

With

Needs
Needs

AI model interface
Configuration interface

Needs

Knowledge repository interface

Gives

DSS interface

AI Models (WP4)
Machine Configuration modules
(WP3)
Knowledge repositories (WP3,
WP4)
DSS (T7.2, T7.3)

Technical foundations
This component explores existing data fusion, representation learning, entity alignment
methods such as Deep Context-aware Point of view Recommendation (DCPR), Multimodal human-AI interaction and Cross-lingual knowledge graph fusion. Modules in this
component will be predominantly implemented using Python programming language.
Open issues
As the task started only a month before this deliverable is due, there are a lot of issues
that need to be resolved by the Functional and Technical Specifications
Issue

Description

Next Steps

Lead (Rationale)

Definition of
technologies and
functionalities

T7.1 is started only a
month before this
deliverable is due and
thus analysis of state-ofthe-art technologies is at
its early stage.

Carry out an analysis of
available technologies,
approaches and
Human-AI collaboration
and knowledge fusion

FIT

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

18 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

Risks
Risk

Description

Contingency Plan

Deep coordination with
AI Model Generation

The Human-AI collaboration & domain
knowledge fusion is the visual interface of
the AI Model Generation component and
the way data engineers and operators will
inject knowledge and conduct AI
algorithms.

A deep coordination between
these two task groups is needed
and will be articulated monthly
meetings between them

2.3.2 2-Axis Decision Support System
Purpose
The Decision Support System (DSS) is an information system capable of aiding business
decision-making processes while emulating human cognitive abilities to some extent. The
main objectives of the DSS system are on one hand to ensure the desired process and
product quality and on the other hand the ability to recognize accumulated defects and
perform autonomous Root cause analysis (RCA) to track the defect initiator upstream to the
manufacturing process. For the knowlEdge project, the Decision Support System will
support all the necessary activities to achieve high standards in the quality of involved
processes and products.
Description
The DSS is an information system with the responsibility to ease the process of domain
knowledge analysis for experts with less or no machine learning background. In the case of
the knowlEdge project, the Decision Support System needs to be both data and modeldriven, to manipulate and analyse both time series and different statistical models. The two
pillars of the whole system structure will be to ensure process monitoring and inspection,
while issuing alerts and warnings when needed and to recognize accumulated defects,
performing autonomous RCA. Another important feature of the Decision Support System
will be the multitude of AI mechanisms it will contain, based on Deep Neural Networks and
the introduction of the processes and methods that will allow human users to comprehend,
analyse and trust the results and the output created by the AI models.
Component Definition
The following schema represents the internal structure and the connectivity of the
component to the rest of the platform.
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Figure 8. 2-Axis Decision Support System architecture
The DSS framework is composed of the following modules and interfaces:
• HMI and Visualization Interface: This interface is the front-end part of the
KnowlEdge DSS. It will deliver web-based interfaces for interaction with end-users.
Furthermore, the interface will deliver an advanced real-time visualization framework
for the presentation of industrial data and, AI models’ outputs and predictions.
Notification mechanism will be part of this component as well.
• DSS Core Engine: The engine is the core of the DSS framework and consists of the
Data Management Module the Reasoning/Recommender Module and the Model
Management Module.
• Data Management Module is the module that handles both the DSS
information related to pilot/end users and the DSS database management
system for handling and storing the available data (company information and
data, user information, preferences etc.).
• Model Management Module is the module that handles and orchestrates the
model execution commands such as selecting models from the knowlEdge
repository and applying new training/inference instructions. Various models
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•

•

•
•
•

will be used to enhance decision support such as statistical models,
optimization models etc. related to both production and business level
aspects. This module will be the core inference engine of the DSS.
• Reasoning/Recommender Module is the module containing the DSS’ main
rule engine and reasoning mechanisms, based on statistical, as well as
empirical rules. The module will be able to communicate with the end-user to
have the goals/features necessary for the decision support and send back
recommendations tailored to the end user’s needs.
KPI Generator is a Key Performance Indicator’s Engine, which receives from the
DSS core engine information for computation of integrated KPIs. After KPIs are
computed, relevant data are fed back to DSS Core Engine which provides reasoning
mechanisms related to the aforementioned KPIs.
Data Streamer is an interface responsible for the acquisition of real-time, historical
and simulated data by the corresponding components in order to be used by DSS for
both visualizations, testing and further inference.
Model Streamer is an interface responsible for feeding the DSS Core Engine with
the AI Models from WP5.
Model Executer is an interface responsible for executing the AI models in the edge
devices and fetching their outcome to the DSS.
Alerts Generation Module is the module that generates alerts and warnings
whenever there is a need for immediate action, when a KPI reaches an alarming
indication or wherever else necessary.
Interaction of the Component

The following table specifies the input/output data and components feeding to/from this
component:
Needs/Gives

What

With

Needs

Input from live data and historical
data
Domain knowledge
Models and their results
Data from the simulation analysis
based on the Digital Twins
KPIs and state-of-the-art
visualizations
Instructions to perform training
inference on edge.

T3.1, T3.3

Needs
Needs
Needs
Gives
Gives

T7.1
T4.3,T4.4, Τ5.2
T6.2
T7.3
T4.3, T4.4

Technical foundations
The KnowlEdge decision support system will be delivered to end-users as a completely webbased tool. JavaScript frameworks such as Angular1 and React2 will be used. Furthermore,
for the development of DSS’ advanced visualization framework libraries such as ChartJS 3
and D3JS4 will be taken into consideration. For the DSS models’ development, languages
such as Python and corresponding libraries and frameworks will be used. However, WP7
https://angular.io/
https://reactjs.org/
3 https://www.chartjs.org/
4 https://d3js.org/
1
2

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

21 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

related to the realization of KnowlEdge decision support systems has started a month before
the delivery of this report and it is too early to describe with more detail the technologies that
will be used and the models that will be created for decision support. Further info will be
available in the next iteration of this document.
Open issues
At the moment, some issues need to be resolved by the Functional and Technical
Specifications
Issue

Description

Next Steps

Lead (Rationale)

Definition of
technologies and
functionalities

As this report comes on
the first month that 7.2
and T7.3 are active, the
analysis of SotA
technologies etc. are still
in progress

Carry out an analysis of
available technologies,
approaches and DSS

CERTH

Risks
Risk

Description

Contingency Plan

Slow start of proper
decision support

Due to the self-learning nature of the
Decision Support System, it may face
issues regarding giving the best possible
input

Decision support not
delivered on time

Processing the given data can take a
significant amount of time, thus reducing
decision making time to a bare minimum, or
even delivering results late

Provide ample historical data to
kick-start the self-learning
process, as well as deliver highlevel visualizations to the enduser, so that the best decision is
taken
Optimal use of HPC or Cloud
environment, as well as
configuration regarding time and
resource allocation

2.3.3 Digital Twin
Purpose: Digital twins are the digital representation of physical objects and processes
with the purpose to efficiently support lifecycle management, performance optimisation
and analysing the behaviour of not only components but also overall processes, which will
directly contribute towards achieving process optimisation and cost-efficiency. The
development of digital twins in KnowlEdge will utilise advance 3D rendering techniques
with the provisioning to incorporate AI prediction models that can help in analysing process
level behavioural aspects and identifying optimisation opportunities.
Description: Digital twin is a digital counterpart representation of a physical object, which
accurately mirrors the current state of its corresponding physical twin. In essence, the
digital twin can be based on purely physical models on the virtual domain, acquired
measurement data of the real-world or integration of both on the hybrid domain. It provides
data objects that describe the various aspects of the physical and logical parts of these
including the status of the different (potentially distributed) components of the
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manufacturing system and product features. The virtual representation provides interfaces
to visualise the status of the manufacturing process, its technical functionalities (eg: setup
configuration parameters of a piece of equipment), product characterisation and access to
historical data to facilitate the data exchange on the domain of a manufacturing process.
The IIoT components manage the connection to the physical or logical component and
generate interfaces to stream data. knowlEdge digital twin will provide mechanisms to
verify knowlEdge AI algorithms.

Component Definition
The following schema (Figure 9) represents the internal structure and the connectivity of
the component to the rest of the platform.

Figure 9: Digital Twin Architecture
The component is composed of the following subcomponents:
•
Digital Twin Designer UI interface: composed of
• Digital Twin Domain Model UI: is the UI interface that allows an IT person or a
skilled operator to define the digital twin domain data model, that is the digital
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•
•

•

•
•

assets containing the model, with their features and to assign to them their
behaviour and its graphical representation. This UI will provide subsections to
specify simulation services.
• Digital Twin 3D Editor: this component allows to edit 3D elements that will be
used to animate 3D visualisation when needed.
Digital Twin UI interface: is the end-user UI set of interfaces used for running
simulations and visualising results through reports.
Digital Domain Model Manager: is the main backend of the digital twin. It is in
charge to create new digital twin instances based on data model definitions and
connect them to existing simulators and other AI algorithms. Domain Data Models
contain the digital entities that will be part of the digital twin model, that is, the
machines, resources, places, people. The Digital Domain Model Manager will
support the decomposition of digital elements in their parts through trees, and their
connection with the physical objects through the knowlEdge real-time brokering
component.
Digital Twin Project Execution Engine: is the backend component in charge of
running simulations designed with the digital domain model manager. It coordinates
the execution of the simulation and the invocation of algorithms such as optimisers,
simulation modules and AI algorithms that could be part of the simulation.
3D visualisation engine: this component can render 3D scenes of the simulations
when a design is provided. Their results can be embedded into dashboards used by
the operators when running simulations.
Behaviour Manager: this component is in charge of keeping a linkage with
endpoints of the algorithms that define the behaviour of the digital things. For
instance, a linkage to the knowlEdge HP AI component that provides a REST API to
the repository of knowlEdge AI algorithms that are to be tested using the Digital Twin.
This subcomponent is also in charge of keeping a repository of linkages to simulators
and other algorithms through a REST API that can be third-party solutions provided
by external providers.
Interaction of the Component

I/O: The following table specifies the input/output data and components feeding to/from
this component:
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Needs/Gives

What

With

Needs

Shopfloor and other IoT devices real-time state to
maintain the counterpart digital twin

T3.3. Real-Time Brokering

Needs

Connection to AI algorithms that are going to be
validated using the digital twin data models and
simulations

T4.3. AI Bootstrapping

Gives

Computed information that partially can be shown by
the Decision Support System

T7.3. Decision Support
System

Technical Foundations
It is premature to point to specific technologies as T6.1. Design of Collaborative Digital
Twins for Verifiable and Integrative AI will cover a deep analysis of the scope of digital twin
scope to be covered in knowlEdge, however, we can pinpoint a set of technologies that will
be considered through the experience that some partners in the consortium have in the
development of digital twins.
In this way, the digital twin preference is to develop web-based user interfaces that will
base their 3D rendering in open-source frameworks such as tree.js. For the development
of the data model manager, knowlEdge will analyse the functionalities provided by eclipse
ditto, an open-source solution that allows mirroring physical things in a digital environment.
Part of a digital twin is to support the simulation of certain environments. The purpose of
the knowlEdge is to integrate existing simulations or custom-developed ones through
flexible and extensible REST API interfaces.
In the same way, the main purpose of the knowlEdge digital twin is to validate AI
algorithms, and as such will support the invocation of simulations by AI algorithms.
Open Issues
There are still some open issues/uncertainties that need to be resolved by the Functional
and Technical Specifications. The following table identifies and summarises these open
issues allowing an easy track and resolution procedure.

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

25 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

Issue

Description

Next Steps

Lead (Rationale)

Limited Open
Source
functionality

There are not such amount of open-source
digital twins full-stack alternatives

Carry out an
analysis of
existing EU
projects and the
solutions
provided

ICE

Risks I
Risk

Description

Contingency Plan

Wrong
expectations
by industrial
partners

The digital twin is a broad concept that
can cover many technologies and there
are several types according to the digital
twin goal. Industrial Partners can think
that the digital twin will cover all the use
cases possible

Define clearly the knowlEdge digital twin
visual and specification and keep pilots in the
loop

Many
components
interacting

The digital twin involves the interaction
with other modules such as AI models,
with simulation and optimisers when a
risk on protocols calling could affect the
functionality provided

The flow of execution and protocols for
interacting with the AI models executing at
the process and learning orchestration will be
clarified as soon as possible

Interaction
with 2-axis
DSS

Some UI representations part of the
digital twin results cannot be covered by
the 2-axis DSS

Mechanisms to embed or reuse DSS widgets
will be explored and requirements post to
them in terms of non-traditional reports, for
instance Gantt diagrams

2.4 KnowlEdge Management Layer Components
knowlEdge Management components dedicated to semantically representing and storing
knowledge generated and consumed throughout the whole architecture and different
services and sharing and sell them through a marketplace.

2.4.1 knowlEdge Marketplace
Purpose: An online marketplace is a website or app where products or services are
provided by multiple third parties, in order to facilitate shopping from many different sources.
For knowlEdge project, the Marketplace aims to make the knowledge shareable and
manageable among the stakeholders as it will be a marketplace for knowledge/AI models.
“Knowledge sharing” refers to the knowledge which AI models bring to the table. The
marketplace will make available and share among the permissioned consortium these AI
models in order to bridge the gap between the human and machine collaboration by
extracting features from the available data with the aim to optimize the productivity,
recognize accumulated defects and perform autonomous Root cause analysis (RCA) to
track the defect initiator upstream to the manufacturing process.
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Description: A web-based marketplace for AI algorithms (trained models) and solutions will
be built, so as all the available knowledge can be traded between the project partners. The
knowlEdge Marketplace will support Profiles and user roles (providers, consumers etc.),
search capabilities based on various filters, recommendation mechanisms for relevant
models, datasets, solutions and knowledge, rating and feedback mechanisms for the
available models and contributors and of course, a friendly and easy to use interface. Further
functionalities such as subscription for notifications about specific topics/solutions and
functionality to enable AI customers to add specifications for a solution and matching with
possible providers who can be notified for solutions development will be taken into
consideration as value-added services.
Component Definition
The following schema represents the internal structure and the connectivity of the
component to the rest of the platform.

Figure 10. knowlEdge Marketplace Architecture
The Marketplace is composed of the following modules and interfaces:
• Marketplace User Interface: the interface is the front-end part of the knowledge
Marketplace. It will deliver web-based interfaces that will be developed using
JavaScript’s frameworks for web development. The component will be responsible to
present to the user all the Marketplace functionalities that will be available from the
rest of the sub-components of knowledge Marketplace
• Role Management and Security Module: the module is responsible for providing
login functionalities and secure access to resources and information in the
Marketplace for various users’ accounts. The component will be built over well-known
and open source frameworks for identity and access management.
• Users Catalogue Module: the module is in charge of keeping information and details
related to users that are registered in the knowlEdge Marketplace.
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•

•

•
•
•
•

•

Search Module: the module in charge of providing search functionalities to the
marketplace’s users. A user should be able to search for AI models based on various
criteria and filters. This component is responsible to provide this kind of functionalities
by using techniques such as indexing etc.
AI Models Catalogue: the module is responsible for containing main information
about AI models, as they will be retrieved from AI Models Description and Repository
components. The data in this catalogue will be indexed and used in the Search
module that is previously described.
AI Model Info Aggregator: the interface is responsible to access AI Models
Description and Repository components in order to collect data and store them to AI
Models Catalogue of knowlEdge Marketplace
Data Streamer: the interface is in charge to collect available Datasets in the project’s
Historical Data repositories in order to be available alongside AI models to
marketplace’s users
Tokenizer Module: this component is responsible for monetizing knowledge/AI
models with the usage of tokens in order to make transactions between parties
possible.
Login and Identity Management Module: This component is responsible for
registering users, creating their profile and assigning them a role in the
marketplace, producer or customer and allowing participants to connect and interact
with the marketplace, performing transactions.
Blockchain API: this component is another interface component, which provides
the decentralized blockchain functionalities to the knowlEdge marketplace.
Interaction of the Component

I/O: The following table specifies the input/output data and components feeding to/from
this component:
Needs/Gives

What

With

Needs
Needs
Needs
Needs

AI models descriptions and metadata
AI models available on the project repository
Available datasets
The decisions and the analysis from the DSS
A User Interface to guide through the
Marketplace

T5.1
T5.2
T3.3, T3.4
T7.2

Gives

Output to end-users

Technical Foundations
It is premature to point to specific technologies as T5.3 KnowlEdge Marketplace has started
a month before the delivery of this report and the task partner are in initial research for
technologies and approaches they are going to be used for this component’s delivery.
However, we can pinpoint a set of technologies that will be considered. JavaScript
frameworks for web development such as Angular5 and React6 are expected to be used for
marketplace UIs’ development. Identity and role management functionalities provided by
open-source frameworks such as Keycloak7 will be used for managing the user accounts’
permissions etc. The search functionalities of the marketplace would be based on open
https://angular.io/
https://reactjs.org/
7 https://www.keycloak.org/
5
6
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source frameworks such as Apache Solr 8providing powerful search capabilities and support
of large scale systems.
Open Issues
There are still some open issues/uncertainties that need to be resolved by the Functional
and Technical Specifications. Besides this, as the task is going to deliver a marketplace, it
is connected with WP9 activities related to Business Modelling and Exploitation. The
following table identifies and summarises these open issues allowing an easy track and
resolution procedure.
Issue

Description

Next Steps

Definition of
As this report comes on the first month that
technologies and T5.3 is active, the analysis of SotA
functionalities
technologies etc. are still in progress

Carry out an
analysis of
available
technologies,
approaches, and
marketplaces
Definition of
It should be defined if the AI models that will Discussions and
Marketplace
be exchanged over this marketplace should common activities
Policy related to be offered under specific pricing terms and with WP9 partners
pricing terms etc. conditions
in order to define a
strategy for this
Security and
User roles and the availability in AI models
Discussions and
Privacy
should be defined
common activities
with Pilots and
technical partners.
Implementation of
Role Management
and Security
Module.

8

Lead (Rationale)
CERTH

VTT, ICE and
CERTH

CERTH

https://solr.apache.org/

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

29 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

Risks
Risk

Description

Contingency Plan

Limited
control over
the AI models
provided

Upload on the Marketplace low quality
or unstrustful models

Provide admin UI alerts that notify when a
new model is uploaded and coordinate with
WP4 how to address this. Since the
marketplace will be a permissioned network,
uploaders of each model will be known.
Furthermore, via the rating and review
functionality, users of the marketplace will
have the chance to express their opinion on
the model, thus effectively warning others of
its performance.

Competition
with other
marketplaces

There are some mature marketplaces in
business that may compete with
knowledge marketplace

Business models, the current market, and
necessary features of marketplaces in
competing systems should be analysed and if
necessary, additional requirements for the
Marketplace should be accordingly specified.

2.4.2 Knowledge Management and Repository
Purpose: Knowledge management infrastructure and repository will deal with the research
and development of a distributed infrastructure and technical means to ensure efficient
management and access of information and knowledge (machine learning models). The
resulting component and its sub-components spread across the cloud-edge continuum will
address the following objectives:
•

Connection and integration of higher-level information (machine learning/analytical
models)

•

Development of an open standard for the description of information/knowledge

•

Efficient entity-based and functional access to the stored information/knowledge

Thus, knowledge management and repository will deliver the infrastructure (i) to contribute
(pre-trained) AI models to a shared repository, which provides all the information
necessary to reuse these models in similar or related application areas. Furthermore, (ii)
this system provides the required interfaces for the later reuse scenarios.
Description: Knowledge repository is a central database of knowledge, represented by AI
models, and the corresponding meta-information required to adequately assess the
capacity of these models to be reused or even retrained for certain similar or related
application areas. Therefore, these models are stored as a docker container to foster
reusability and are provided with a description via a standardized (at least within the
project) machine learning markup language. Besides the central repository, further subcomponents are responsible for providing an infrastructure for (ii) contributing new or
enhanced AI models accompanied by required meta data to the repository and (ii) offering
efficient interfaces enabling searching and retrieving already existing AI models from that
repository for further reuse.
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Component Definition
The following schema (Figure 9) represents the internal structure and the connectivity of
the component to the rest of the platform.

Figure 11: Knowledge Management and Repository Architecture
The component is composed of the following subcomponents:
•
Knowledge Management and Repository: composed of
• Knowledge Repository Management is the central cloud-hosted component,
which manages a database of AI models and their corresponding meta-
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information. It provides the necessary interfaces for contributing, querying and
retrieving these models to the higher-level administrative component of the
knowledge marketplace as well as to the executive branches of the architecture.
i.e. Edge Embedded AI Kit and Processing and Learning Orchestration engine.
• Knowledge Handler orchestrates the contribution of new AI models to the
repository and collects the required meta information from further sources. It is a
fog component, that ought to be available in every production plant to provide a
location-specific, central entry-point for the contribution of AI models to the
repository.
• Knowledge Distribution APIs enable the delivery of queried and requested AI
models from the knowledge repository to requesting components of the
architecture (cf. Edge Embedded AI Kit). As well as the knowledge Handler, these
distribution APIs provide a location-specific, central entry-point for the distribution
of AI models from the repository to requesting entities.
Interaction of the Component
I/O: The following table specifies the input/output data and components feeding to/from
this component:
Needs/Gives

What

With

Gives

Information and meta-information about AI models
stored in the knowledge repository

T5.3. Knowledge
Marketplace

Gives

Requested AI Models

T4.2. Edge Embedded AI
Kit

Needs

AI Models to be contributed to the knowledge
repository

T4.2. Edge Embedded AI
Kit

Gives

Requested AI Models in order to retrieve required
meta-information about these models

T4.4. Processing and
Learning Orchestration

Needs

Meta information about AI models

T4.4. Processing and
Learning Orchestration

Needs

Meta Information about Datasets

WP3 - Data Integration,
Governance, and Quality
Management

Technical Foundations
It is premature to point to specific technologies for T5.1 and T5.2. It is planned to use a
two-fold approach for the knowledge repository, where a NoSQL document store is used
to manage and save meta information associated with AI models and a distributed
filesystem like a data lake is used in order to store the actual models in the interoperability
formats of choice (PMML, ONNX, custom format (if required)). Interfaces will be provided
as RESTful APIs.
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Open Issues
There are still some open issues/uncertainties that need to be resolved by the Functional
and Technical Specifications. The following table identifies and summarises these open
issues allowing an easy track and resolution procedure.
Issue

Description

Next Steps

Lead (Rationale)

Interaction with Human-AI collaboration components provides Carry out an
FIT
Human-AI
mechanisms to enrich with the expert domain analysis of
collaboration tool knowledge
interactions
between both
components
Ontologies on
How to keep the synchronisation of
Deeper analysis of WWU
two different
ontologies in more that one company
feasible solutions
companies
is to be done
Final list of to be Which types of AI models need to be
Analysis in
WWU
supported AI
supported by the used interoperability
cooperation with
models unknown standards. Are ONNX and PMML sufficient or WP5
is a custom format based on one of these two
required?

Risks I
Risk

Description

Contingency Plan

Data
protection
with regards
to AI models

In order to account for data protection
issues associated with provided data of
industrial partners, the impact of sharing
AI models across partners has to be
analyzed. In the worst case, specific
models or respective meta information
cannot be shared via the knowledge
repository.

Allow for uploading AI models with different
degrees of anonymization.

2.5 AI and Data Analytics Layer Components
AI and Data Analytics Layer components that cover the AI lifecycle from feature
engineering, model training, model evaluation and scoring, model deployment, and model
maintenance.

2.5.1 knowlEdge Discovery Engine
Purpose: With the advancement of more complex and sophisticated machine learning
approaches and the often-associated exclusive prioritization of accuracy as the major
evaluation metric, the demand for an affiliate reasoning of process and result is becoming
increasingly important. While a certain level of interpretability can be achieved with the
selection of suitable methods - usually in exchange with accuracy - another solution is
the exploitation of derived interpretable features that represent inherent characteristics
of the data. In the latter approach, however, the task of so-called feature engineering
can become non-trivial, since it generally is subject to the requirements of a predefined
use-case and the related inclusion of domain knowledge. Independent from the strict
Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

33 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

precondition of available domain knowledge, an isolated consideration of a specific
scenario leads to restricted reusability of the feature engineering process.
Regarding knowlEdge, the Discovery Engine will be developed as a multi-purpose feature
engineering pipeline as well as for the processing of different unsupervised data exploration
techniques. The goal is to enrich the information available from the input data and thus to
complement and optimize subsequent supervised machine learning algorithms (see 2.5.2)
Description: Combining multiple subcomponents pursuing different tasks of unsupervised
learning, the system should perform automated data exploration on various data sources.
For this reason, a combination of feature engineering, structure discovery and clustering are
applied for further enrichment of raw data and to provide the possibility of data labelling.
Moreover, additional information such as outliers determined by associated detection
algorithms is planned to be implemented to enlarge the set of extracted data information.
Component Definition
The architecture of the knowlEdge Discovery Engine is illustrated in Figure 12.

Figure 12. knowlEdge Discovery Engine Architecture
•
•

Processing API: API for the specification of jobs as well as for querying extracted
knowledge from associated data sets.
Input Data Handler: Based on predefined jobs, the input data handler requests
related data via the according to interfaces of other components.
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•

•

Service Module Interface: An interface for the unification of different
subcomponents. While it is optional for each subcomponent to emit results on
individual tasks, the result should be emitted in a defined format to the Result
Collector.
Query Handler: Interprets incoming queries and requests information from internal
knowledge repositories, which store already extracted information.
Interaction of the component

Needs/Gives

What

With

Needs

Access to historic and real-time data

T3.3 Real-Time Brokering

Needs

Meta information/feedback for individual jobs

T4.4 Processing and
Learning Orchestration

Needs

Optionally involves additional provided domain
knowledge

T7.1 Domain Knowledge
Fusion

Gives

Features and further exploitable information for
model generation processes that can be used
optionally

T4.2 AI Model Generation

Gives

Bootstrapping of implemented methods for
optimization

T4.3 HP AI Bootstrapping

Technical foundations
Methods are planned to be implemented in Python. Despite libraries for data management
and visualization such as pandas and matplotlib, numerical libraries such as numpy and
state-of-the-art data analysis libraries like Scikit-learn, Tensorflow (incl TensorflowProbability) and Scipy will be used. The involvement of further libraries depends on later
refinements w.r.t. individually selected analysis techniques.
Open Issues
Issue

Description

Next Steps

Lead (Rationale)

Integration of
real-time data
streams
Inclusion of
domain
knowledge

It should be defined how to access the
individual data sources and how to best possibly
exploit the provided API
It needs to be defined how domain knowledge
can be queried from T7.1 in order to potentially
add semantics to automatically extracted data
descriptions

Discussions with
T3.3

FIT

Discussions with
T7.1

FIT

Provisioning of
features

It should be defined in which format extracted
information will be provided as a response to
queries

Discussions with
T4.2

BSC

2.5.2 AI Model Generation
Purpose: Generally, an AI model is an algorithm that has been trained on a set of data to
perform a specific task. Technological advances, the development and storage of large data
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sets, and the investment of universities, governments and startups in research have all
contributed to the growth of AI. Currently, it has become a very popular and demanding topic
that is widely discussed among all as well as in business circles thanks to its many
advantages. AI models can significantly reduce errors and increase accuracy and precision.
In addition, they can work endlessly without breaks, much faster than humans and
performing multiple tasks at a time with accurate results. They can be able to represent
tedious repetitive jobs or specific complex tasks such as predicting early stages of breast
cancer in women. They can be used in different fields with different levels of complexity and
purposes, including computer vision, robotics, and natural language processing.
In the context of KnowlEdge project, the development of tools capable of generating
automated AI models pretends to reduce or eliminate the needs of highly skilled data
scientists in the process of elaborating new AI models for any given labelled data. More
specifically, in the industrial field, AI models could improve factory operations and
production, improve product quality while reducing costs and machine downtime, increase
resource and energy efficiency and improve customer experience among others.
Description: Taking into account different scenarios, the system can automatically generate
AI models capable of solving user-defined tasks based on a set of variables. In addition, the
system is able to infer which IA methods are the most suitable according to expected
performance, computational cost and available resources in the execution environment. The
models can be efficiently deployed in both HPC and the cloud and are then stored in a
repository for future reuse.
Component Definition
The AI Model Generation component consists of the following modules:
• Rule-based Model Dataset Ranker: provides a suitable list of training, testing and
validation datasets based on the task that the user wants to solve.
• Task-setup Filler: this subcomponent is responsible for providing the training, test
dataset names and type of validation in case the user has not provided them.
• Metalearnt Method Ranker: provides a list candidate method according to the tasksetup that the user has provided based on a set of meta-features.
• Rule-based Method filter: provides a list of methods taking into account training, test
and validation datasets defined by the task-setup and the task provided by the user.
• Heuristic Inferrer: receives a strategy partially completed by the user and a list of
candidate methods to solve the task. As a result, it infers the rest of the missing fields
such as loss-function, sampling strategy and initial state (in case we are dealing with
neural networks).
• Method hyperparameter Filler: this subcomponent is dedicated to defining the
hyperparameters to train neural networks. It is therefore in charge of choosing an
architecture, number of epochs, batch size, optimizer, etc. In addition, it also allows
requests to existing models in order to enable the use of Transfer Learning. As an output,
provide a list of complete strategies.
• Strategy Cost Computer: is in charge of estimating the computational cost of each
strategy.
• Quota Manager: depending on the computational cost and the available resources of
the system, it is in charge of selecting the strategies that can be executed at that exact
moment. Once selected, they are shown to the user for validation.
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•
•

Training System: receives the list of complete and validated strategies by the user and
then it generates and trains the corresponding models.
Hyperparameters Fine-tuning System: depending on the output and performance
metrics of the model, the system performs fine-tuning to generate new hyperparameters
to retrain the model.

The structure of the component is depicted in Figure 13.

Figure 13. AI model generation architecture
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Interaction of the component
Needs/Gives

What

With

Needs

Information about the task, task configuration and
strategy defined by the user in the Marketplace

T5.3 Knowledge
Marketplace

Needs

Online data streams

T3.3 Real-Time Brokering

Gives

Execution contexts to deploy AI models

T4.2 Edge Embedded AI Kit

Gives

Testing AI models to be deployed in HPC, Cloud or
Edge

T4.3 HP AI Bootstrapping

Needs

Meta information/feedback from deployed AI models

T4.4 Processing and
Learning Orchestration

Technical foundations
Although currently most AI models are implemented for Python, we are opened to use
more than one language. Well-known Libraries as Scikit-learn, Torch and Tensorflow will
also be used, as well as Pandas and Numpy for data processing and Matplotlib, Plotly and
Seaborn for generating graphics. In addition, we will try Automated Machine learning,
more recently known as AutoML systems as such as Auto-sklearn, Auto-xgboost and
AutoGluon.
Open Issues
Issue

Description

Next Steps

Lead (Rationale)

Integration of
real-time data
streams

It should be defined how to incorporate real-time
data streams into our dataset repository
following the dataset model.

BSC

User interfaces
needed

It should be defined which interfaces are going
to be needed for the AI Model Generation
module and its integration with the Marketplace

Model
consistency

Some issues related to consistency of models
should be clarified, such as how to represent
models that have been updated and how to
distinguish those that are still under
development/improvement than the ones ready
to be shown in the marketplace.

Analyse
streaming data
storage
technologies
Discussions and
common
activities with
WP5 partners
Discussions with
WP5 partners
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Risks I
Risk

Description

Contingency Plan

Low
performance
models

The system could generate models that
do not reach expected performances.

It must be ensured that marketplace models
meet minimum performance requirements
and at the same time the improvement of
existing models should be allowed.

Model’s
regulation

Situations in which businesses do not
have mode ownership clear must be
anticipated. They may believe that as
they provided the training data then the
model is under their property.

Current regulation must be checked to be
sure who owns the models. If should be
informed if those models are going to be
public.

Model’s bias

Models may produce outputs that are
biased or discriminatory.

It should be ensured the use of
representative data for the particular use
case, addressing bias in training data and
designing algorithms in a way that does not
favour particular groups over others.

Outdated
components/
proposal

Frameworks may appear during the time
of the project that can overlap or outdate
our proposal

Members of the project should stay up-todate with news on important conferences,
Arxiv publications and new additions. In case
new and better frameworks appear, they
should be integrated in the project.

2.5.3 Processing & Learning Orchestration
Purpose: The orchestration of AI models refers to mechanisms for the automation and
management of AI models workflows, from the models' retrieval to the deployment to
production. This is necessary especially when AI models have to run in different computing
environments, including edge devices. In knowlEdge project, the Processing & Learning
Orchestration component aims to provide a framework to orchestrate the fetching,
execution and evaluation of the AI models smartly and flexibly within Cloud, Edge and
HPC environments.
Description: The Processing & Learning Orchestration component will fetch AI models
and execution agents from the components in charge of their generation. The most
suitable environment (Cloud, Edge, HPC) and configurations for the deployment will be set
considering the deployment guidelines that will be received from other knowlEdge
components. The deployed AI models will be continuously evaluated with specific
evaluation metrics. The behaviour of each model will be assessed based on these metrics
and, according to the presence of good or bad behaviour (e.g., metrics values above or
below some defined thresholds), its deployment will be confirmed or removed. Moreover,
the results derived from the evaluation metrics will allow providing useful feedback about
the AI models, for subsequent training phases in a closed-loop.
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Component Definition

Figure 14. Processing and Learning Orchestration architecture
The main subcomponents are:
•

Orchestration Manager: That is the core sub-component of the Processing and
Learning Orchestration component. Its main task is to elaborate the requests coming
from the REST interfaces and provide instructions to be executed by the different
Deployment Agents on the infrastructure. The Orchestration Manager can also react to
the information received from the deployed models by issuing updated instructions to
the Deployment Agents. This sub component also keeps track at all times of which
models are currently executed by which user and on which infrastructure, and can
generate reports according to the user needs.

•

Deployment Agent: The role of the Deployment Agent is to be always running on the
infrastructure it was designed for, and to supervise the different model runners on the
machine. Different kinds of Deployment Agents exist while they share the same internal
architecture, they have some differences due to the different infrastructure they can be
run on. Deployment Agents also fetch and update models using the Model Exchange
interface and manage the lifecycle of the Model Runners.

•

Model Runner: The model runner is a very lightweight component wich acts as an
interface for the model, collecting information from it and interacting with the Real-Time
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Brokering service through the Data Exchange interface to provide the model with the
data it needs to run and to publish the results coming from its execution.
Interaction of the component
Needs/Gives

What

With

Needs

Models and algorithms to be used in a particular
execution.

T4.2 AI Model Generation

Gives

Information about the model execution environment

Any knowlEdge component

Needs

Execution configurations

T4.3 HP AI Bootstrapping

Technical foundations
The component is still in the early stages of development, however, it has already been
defined that it will be built using the Python language. Some of the Python frameworks
which will be used are FastAPI for the REST API development and Paho for the interaction
with the MQTT Message Bus.
Open Issues
Issue

Description

Next Steps

Lead (Rationale)

Interaction with
Deployment
Manager
Component

The Deployment Manager is in charge of
deploying software in distributed architectures. It
is needed to clarify the functionality and
interactions between these two components

Carry out deeper
analysis
meetings with FIT

LINKS

Risks I
No risks were identified.

2.5.4 Overall Monitoring
Purpose: Whatever the deployment environment, AI models need to be monitored both in
terms of learning performance and usage of computational resources. In the knowlEdge
project, the Overall Monitoring component aims to provide a comprehensive monitoring
system for the AI models executed in different environments. The system collects the realtime status of the models and the infrastructure where they are running and computes
metrics related to the models’ learning performance and load. This information is exposed
through specific APIs.
Description: The Overall Monitoring component will be the main access point to all the AI
models monitoring services. On the one hand, it will deal with the monitoring of the model
status and learning performance, calculating for each AI model some performance-related
metrics that will depend on the executed task, e.g. the accuracy. On the other hand, it will
involve the monitoring of the machine resources that each model will use, calculating
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some computational-related metrics like CPU or memory usage. At the same time, it will
provide the monitoring of the real-time status of the various components of the fog
infrastructure, where different AI models are deployed. The component’s APIs will allow
making the obtained results and metrics available to be consumed by other knowlEdge
components or services.
Component Definition
The subcomponents composing the overall monitoring component architecture are:
•

Overall Monitoring: This sub-component connects directly with the REST monitoring
interface to answer the requests coming from the various knowlEdge components
connected using the Overall Monitoring API. It fetches the information it needs from the
Information Manager.

•

Information Manager: The Information Manager acts as an intersection on the
information highway which allows the data to flow in the direction where is needed the
most; towards the appropriate storage to be used at a later time or to the REST API
interface to be consumed immediately.

•

Fog Infrastructure Monitoring: This sub-component is in charge of handling and
aggregating the data coming from the Deployment Agents including information about
the status of the infrastructure on which they are running.

•

Process Load Profiling & Monitoring: The Process Load Profiling & Monitoring subcomponent uses the information coming from the Deployment Agents to collect metrics
about the hardware resources used by the different Model Runners and their impact on
the infrastructure hosting them.

•

Learning Performance Monitoring: The performances of the different running models
are captured by this sub-component which is designed to collect metrics relevant to
assess the performance and the quality of the results produced by the models.
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Figure 15. Overall Monitoring architecture
Interaction of the component
Needs/Gives

What

With

Gives

Information about the model monitored information

Any knowlEdge component

Technical foundations
The component is still in the early stages of development, however, it has already been
defined that it will be built using the Python language. Some of the Python frameworks
which will be used are FastAPI for the REST API development and Paho for the interaction
with the MQTT Message Bus. An instance of the InfluxDB database will also be used to
store the time-series historical data which will be made available from this component
Open Issues
Issue

Description

Next Steps

Lead (Rationale)

No open issues at the moment
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Risks I
There are no risks identified at this stage

2.5.5 HPC AI Bootstrapping
Purpose: AI models are algorithms trained to perform specific tasks, which diversity can be
huge. As every different task can have special unique requirements, some execution
parameters have to be manually adjusted and analysed to obtain hints about the maximum
obtainable performance for each of those tasks.
HP AI Bootstrapping will ensure that executed AI models are running with the desired
behaviour and performance, providing enough data to expose parallelism inefficiencies or
poorly managed resources.
Description: Each model execution could behave differently, even when solving the same
task if models differ enough. This component will generate execution traces, which will
describe each model behaviour, parallelism and resource usage. Traces will be used to
analyse executions and provide insights in order to modify models codes or execution and
environment configurations.
Component Definition

Figure 16. HPC AI Bootstrapping architecture
•

HPC architectures: different architectures will be tested along with variations in the
execution environments to generate data, or traces, to analyse their performance.
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•

Analysis: this procedure cannot be automated, a designated engineer will evaluate
each execution trace to offer the finest grain configuration possible. All performance
analysis data will be available in the repository.
Interaction of the Component

I/O: The following table specifies the input/output data and components feeding to/from
this component:
Needs/Gives

What

With

Needs

Models and algorithms to be used in a particular
execution.

T4.2 AI Model Generation

Gives

Fine-tuned configurations or issues about resources
usage to be fixed.

T4.2. AI Model Generation

Gives

Execution configurations

T4.4 Processing and
Learning Orchestration

Technical Foundations
In this component, some technologies to be used will be given by the model executed, as
different models can use different libraries, for example, PyTorch, TensorFlow or XGBoost.
Execution traces will be generated with Extrae9 and Paraver10 tools. If some containerization
technology is needed, Singularity11 will be used when executing in HPC systems.
Open Issues
Issue

Description

Next Steps

Lead
(Rationale)

There are no open issues at this time.

Risks I
There are no risks identified at this stage

2.5.6 Edge Embedded AI Kit
Purpose: The Edge Embedded AI Kit is an edge-ready lightweight module for
containerization AI models in order to allow to specify and pre-install all the dependencies
needed for deploying AI models in HPC and cloud environments.

9 https://tools.bsc.es/extrae
10 https://tools.bsc.es/paraver
11 https://singularity.hpcng.org/
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Description: In the first place, this module receives as input a complete list of strategies
that solve the user-defined task. For each strategy, the system is in charge of defining the
container image by installing a base image, the requirements and the entry point to invoke
the predictor. Later, it provides the container of the image to module T4.4 Processing &
Learning Orchestration for monitoring and deploying inference of AI models.
Component Definition
The structure of the component is depicted in Figure 17.

Figure 17. Edge Embedded AI Kit
This component is composed of the following subcomponents:
•

Image builder: this subcomponent is responsible for installing a base image and
tag, pre-installing dependencies, copying required source code to the container and
setting up the entry point to invoke the predictor.

•

Container registry: build the image and run the docker container.
Interaction of the Component

I/O: The following table specifies the input/output data and components feeding to/from
this component:
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Needs/Gives

What

With

Gives

Model container images

T4.4 Processing &
Learning Orchestration

Receives

Strategy list and dependencies

T4.2 AI Model Generator

Technical Foundation
At the moment, it has not been decided to use any specific technology. However, we will
explore major open-source containers such as Docker, CRI-O and containerd. In addition,
there are some container security plugins to be considered like Twistlock, StackRock,
Aporeto and Anchore to ensure data encryption, monitor and enforce security policies and
analyzing image vulnerabilities.
Open Issues
Issue

Description

Next Steps

Lead (Rationale)

Security risks

It must be ensured that
containers are properly
configured to protect against
attacks.

Use proper network policies or
firewalls and establish basic
authentication requirements can
help to prevent attackers access
to the data.

BSC

Base image
database

It should be defined which set
of base images could be used
to deploy the initial set of AI
models.

Explore the most popular stable
images from Linux and non-Linux
distributions capable of deploying
a great diversity of models.

BSC,

Risks I
Risk

Description

Contingency Plan
There are no risks at this time.

2.6 Data Integration and Management Layer
Data Integration and Management components are in charge of ingesting data from the
shopfloor and other manufacturing systems into the knowlEdge platform, and to provide
the mechanisms to ensure the interoperability among the components in the Cloud, Fog,
Edge continuum.

2.6.1 Data Collection Platform
Purpose: The Data Collection Platform is the module responsible for collecting data from
the shopfloors and make them available to the modules that want to consume that data.
The platform has the main purpose to abstract all the details of the different data collection
protocols and creating a plug & play data abstraction layer.
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Description: This block will collect the data from the shopfloors of the different pilots and
make them available for processing at the upper layers of the knowlEdge platform, using a
uniform data model. The Northbound interface is composed of two components: one for
the Real-Time streaming of the data coming from the shopfloors via MQTT and one for the
configuration of the platform in terms of field protocols (southbound interface), streaming of
the data (northbound interface) and internal processing (data model transformations,
unification etc).
Component Definition
The following schema (Figure 19) represents the internal structure and the connectivity of
the component to the rest of the platform.
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Figure 18. Data Collection Platform Architecture
The component is composed of the following subcomponents:
•
Sensor Reader interface: This interface is composed of the set of the field protocol
needed for connecting the pilots' sensors to the KnowlEdge Data Collection Platform.
The interface has to be aware of the details of the protocols in terms of networking,
configuration and specific data model.
•
Sensor Protocol Adapter: Once one data has been read, the sensor protocol
adapter has the capability to distinguish whether the data is meaningful for the data
collection platform or has to be collected and presented as raw data.
•
Unified Data Collector: The module is responsible to add the semantic to the lowerlevel object and make them available to the upper level.
•
Data Model Abstractor: The data model abstractor unifies the different information
models that depend on the specific field protocol, in order to hide that information
when the data is presented to the real-time broker

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

49 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

•
•

MQTT Data Streamer: This interface is responsible for Real-Time publish the
shopfloor data flow to an external broker (T3.3 Real-Time Broker).
Platform Configurator: The platform configurator exposes a REST API for the
configuration of all the internal and external modules. Examples of configurations are
the topic where the platform publishes the data, the configuration of the platform
when a new sensor is been plugged into the system, its information model etc.
Interaction of the Component

I/O: The following table specifies the input/output data and components feeding to/from
this component:
Needs/Gives

What

With

Gives

Real-Time Data streaming of the data collected
from the shopfloors

T3.3 Real-Time Brokering

Needs

Real-Time raw Data from the sensor located in the
shopfloors

T8.X Pilots Scenarios

Technical Foundation
The Data collection platform will gather the real-time data and telemetry from the
shopfloors, that will be implemented in the pilots' scenarios.
From the technologies point of view, the platform has to take into consideration all the
protocols needed for the controls and communication required to safely and reliably collect
the data from the sensors. For that purpose, the Southbound interfaces will be pilotoriented and will ensure the proper support of all the security mechanisms and policies.
The purpose of the Data Collection Platform is to integrate a REST API for the
configuration of the collection parameters (such as MQTT topics, information models etc)
and a plugin-based Southbound Interface that implements the gathering mechanisms with
all the shopfloors Fieldbus protocols (such as Modbus, MQTT, OPC-UA).
Furthermore, a web-based GUI will offer the possibility to view the collected data and
configure the entire system
Open Issues
There are still some open issues/uncertainties that need to be resolved by the Functional
and Technical Specifications. The following table identifies and summarises these open
issues allowing an easy track and resolution procedure.
Issue

Description

Next Step

Lead

Shopfloor SBI
Integration

Definition of Interfaces and Information
models between the Data Collection Platform
and the shopfloors

Technologies
and
Communication
Protocol
definition

NXW
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2.6.2 Data Quality Assurance
Purpose: The Data Quality Assurance is used to assess, improve, and guarantee the data
qualities as far as possible under some conditions without a large increase in acquisition
cost. Usually, the collected IoT raw data are with problems such as data errors, missing
information, inconsistencies, noise, etc. This framework will be implemented for Data Quality
Assurance aims to provide a user-friendly environment to allow the data quality improvement
process dynamically and autonomously.
Description: The Data Quality Assurance Service will be deployed in the Edge. It shall
provide the capabilities to define the data quality requirements and data quality dimensions.
Besides, it shall provide a set of metrics and statistical formulas to measure and analyze the
data quality. The assessment results will be used to improve the data quality with some
policies based on the defined data quality dimension criteria. The Data Quality Assurance
Service will use the data from the Data Collection Platform, and then store the data in the
Data Storage or deliver it to the upper AI and Data Analytics Layer.
Component Definition
The high-level functional architecture is shown below:

Figure 19: Initial Data Quality Management Architecture
In the above figure, the framework is composed of four main components in the initial
architecture: Operation & Visualization UI, Data Preprocessing, Data Quality Assessment,
Data Quality Improvement.
-

Operation & Virtualization UI: It provides the user interface to the data scientists to
define and manage the data requirements, dimension rules for data quality
assessment. Furthermore, it allows to generate the data assessment report and
intuitively visualize data.
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-

Data Preprocessing: It does the preprocessing operations to the raw dataset such
as filtering, eliminating duplicates, and formatting, etc.

-

Data Quality Assessment: It validates and measures data quality using the metrics
and algorithms developed from the defined data requirements and dimension rules.

-

Data Quality Improvement: It provides the solutions to improve the data quality
according to the data quality assessment report.
Interaction of the Component

Needs/Gives

What

Needs

The raw data collected from the existing external
databases and devices.

Gives

The high-quality data that satisfied the defined data
quality requirements.

With
T3.3 Data Storage
T3.1 Data Collection
Platform
T3.3 Data Storage
T4.4 Edge Embedded AI Kit

Technical Foundations
The data to be processed will be taken from the KnowlEdge data storage or the Data
collection platform. Then these raw data will pass through the Data Preprocessing
implemented by Python and Pandas, and pass the Data Quality Assessment which will be
implemented with a set of measurement algorithms, the assessment report will be displayed
in the Operation & Virtualization UI. Based on the assessment results, corresponding data
quality improvement operations will be performed leveraging the solutions implemented by
Python and Pandas. Afterwards, the Improved dataset will be validated another time to
check whether the requirements are satisfied or not. Finally, the improvement dataset will
be either stored in the Knowledge database or be delivered to the Edge Embedded AI kit
through the defined API. The Operation & Visualization UI can be implemented by
Thingsboard, HTML, and Flask.
Open Issues
There are still some open issues/uncertainties that need to be resolved by the Functional
and Technical Specifications. The following table identifies and summarises these open
issues allowing an easy track and resolution procedure.
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Issue

Description

Next Steps

Lead (Rationale)

The impact of
the location
and
functionality
provided

It is not clear that where the KnowlEdge Data
Storage will be hosted and how to interact with
it.

Discuss the
Database that will
be used

Fraunhofer

Local Storage
inside the Data
quality
assurance

The need to have an internal database is to be
defined.

Discuss internally
and interact with
Fraunhofer for
knowing better
about the
knowlEdge Data
Storage.

LINKS

Risks
Risk

Description

Contingency Plan

Data
Unavailability

Unavailability or delay of data for testing
and validating the Data Quality
Assurance components, Or there is no
data to be processed in the production
environment.

The feasibility of quickly extending the
selected demonstration sites with datacollection infrastructure have been already
evaluated by partners, ensuring that the
required competencies and adapters are
already deployable with minor development
integration efforts. Moreover, general open
data and historic data is already available
from all end-user partners, ensuring that
initial activities can anyways start. Usage of
simulated data, if available to train and
validate the models. Once the models are
ready, they can be used for the actual
validations.

2.6.3 Historical Data Storage Service
Purpose: The historical Data Storage Services is responsible for storing all the historical
raw and processed data and ensures that it is available for the services using this data
originated from the factory premises and related processed data. Raw data includes the
data collected from the sensors deployed on the shop floor and the processed data includes
the intermediate data generated by different services working on the IoT data.
Description: The Historical Data Storage Service is envisioned to be deployed on the Edge,
Fog and Cloud serving the different needs of the services. The storage service running on
the Edge location shall store the raw data directly coming from the Data Collection Platform
Component. The services running on the Edge location can also store the processed data.
The Fog and Cloud deployments of the storage will have raw or processed data based on
the demands of the services using it. Placement of the data in the place where it is needed
increases the throughput and reduces the cost incurred in the transfer of the data across
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different locations. This also reduces the migration of confidential and private data of the
premises.
The Historical Data Storage Service also provides data governance and orchestration
mechanisms. The data governance module is responsible for setting the policies that control
the distribution of data across the edge and the cloud with a focus on privacy and
confidentiality. The data orchestrator is responsible for the efficient migration of the data to
the right location whenever it is needed.

Component Definition
The high-level block diagram of the historical data storage service is shown below.

Figure 20. Historical Data Storage Service architecture
•

Metadata Manager is responsible for submitting and retrieval of the historical data
properties. The properties can include the type, information about the source,
aggregation information, retention information and the means to access the actual data.

•

Data Manager is responsible for storing and retrieval of the historical data. The data
manager is envisioned to have CRUDL APIs. The storage is expected to be lightweight
in the edge location and scalable in the cloud location. This component depends on the
Metadata manager to validate the incoming data against the possible data types and the
data sources.

•

Data Governance Manager configures the Historical Data Storage service to distribute
the data across Edge, Fog and Cloud with the focus on privacy and confidentiality.
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•

Data Orchestrator takes care of migration of the data across multiple locations based
on the needs of the data and based on the configurations provided by the Data
governance manager.
Interaction of the Component

The Historical Data Storage service depends on the Identity provider for authorization and
authentication. The Data Integration and Interoperability service uses the time-series data
and metadata APIs to insert the new sensor measurements.

Needs/Gives

What

With

Needs

Authentication and authorization information

T6.3 Identity provider

Needs

Access to the live data coming from the shop floor,
The raw data collected from the existing external
databases and devices.

T3.1. Data Integration and
Interoperability

Gives/Needs

Raw and processed Historical data

Gives

The high-quality data that satisfied the defined data
quality requirements

T3.3 Data Storage
Other Knowledge
applications
T3.3 Data Storage
T4.4 Edge Embedded AI Kit

Technical Foundations
Since the concrete requirements about the Historical Data Storage Service are still being
collected, technical decisions are yet to be made. The storage service shall majorly focus
on the sensor data and its processed versions. Therefore, it is envisioned to store only
time-series data. Individual values stored in the time series can be diverse in nature
ranging from floating-point values, Booleans and strings to images and video frames. The
data governance and orchestration modules should ensure that the storage is used
optimally in the Edge, Fog and Cloud such that the network bandwidth, storage capacity,
computation performance, privacy and confidentiality needs are met.
The data and metadata storage will have a standardized data modelling whenever
possible. The candidates for metadata and data are W3C Thing description [KAEBISCH et
al, 2020] and OGC Sensorthings sensing [LIANG et al, 2015] standard, Sensor
Measurement Lists (SenML) [JENNINGS et al, 2018]. Open-source implementations
following these standards include FROST, GOST, Linksmart Thing Directory and Historical
Data Store.
There are limited solutions for Data Governance management and data orchestration.
The options are still being explored.
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Open Issues
There are still some open issues/uncertainties that need to be resolved by the Functional
and Technical Specifications. The following table identifies and summarises these open
issues allowing an easy track and resolution procedure.
Risks I
Risk

Description

Contingency Plan

Data
unavailability

Unavailability or delay of data for testing
and validating the Data Quality
Assurance components, Or there is no
data to be processed in the production
environment.

The feasibility of quickly extending the
selected demonstration sites with datacollection infrastructure have been already
evaluated by partners, ensuring that the
required competencies and adapters are
already deployable with minor development
integration efforts. Moreover, general open
data and historic data is already available
from all end-user partners, ensuring that
initial activities can anyways start. Usage of
simulated data, if available to train and
validate the models. Once the models are
ready, they can be used for the actual
validations.

2.6.4 Real-Time Brokering
Purpose: The Real-Time Brokering component mediates the transfer of messages data
between multiple services in an asynchronous manner. This provides a queueing
mechanism for failure-free data propagation between the publishers and the subscribers
running at the Edge, Fog, and the Cloud.
Description: The Real-Time Brokering supports one or more standardized publishsubscribe based messaging protocols such as MQTT, AMQP and STOMP. In the context
of KnowlEdge project, the brokering service is expected to provide high throughput and
scalability. The data exchange between the services can be heterogeneous in nature. The
Real-Time brokering also considers the network limitations, privacy and confidentiality.

Component Definition
The high-level block diagram of the Real-Time Brokering service is shown below. The
Real-Time Brokering provides publish and subscribe interfaces to the clients.
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Figure 21. Real-Time Brokering
The subcomponents are:
•

Message Queue provides the high throughput buffer that stores the published data
and events until they are forwarded to the subscribers

•

Topic and connection management module keeps track of the topics and the
registered publishers and subscribers.

•

Identity and access management verifies the publishers and subscribers and their
access to specific topics.
Interaction of the Component

The Real-Time Brokering service depends on the Identity provider for authorization and
authentication of the publishers and subscribers.

Needs/Gives

What

With

Needs

Authentication and Authorization information

T6.3 Identity provider

Gives/Needs

Data and Events

Other Knowledge
applications

Technical Foundations
Several tools that implement the Real-Time Brokering are ready to be chosen and
deployed from the open-source community. One of the most reliable and widely used is
RabbitMQ which will be part of the KnowlEdge Platform.
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RabbitMQ is a messaging broker, I.e an intermediary for exchanging information among
different entities. It supported all the main patterns, including publish/subscribe and
asynchronous processing.
The main reason behind the choice of RabbitMQ is essentially the high set of features and
the advanced status of its development that makes it reliable and high compatible with the
actual cutting edge technologies.
In particular, RabbitMQ’s can be distinct for:
•

High Reliability: provides mechanisms for delivery acknowledgements, publisher
confirms, persistency and so on.

•

Clustering: RabbitMQ servers can be clustered together, forming a single logical
broker

•

Multi-protocol: supports messaging over a variety of messaging protocols

•

Management UI: provides an easy-to-use web-based management-UI for monitor
every aspect of your message broker

The message Broker will be deployed as a Docker Container: this choice enables the
possibility to isolate the working environment and makes the maintenance operation
(including monitoring and backup/restore) easier to be executed.
Open Issues
There are no open issues related to Real-Time Brokering
Risks I
No risks are identified specific to Real-Time Brokering

2.7 Platform Services Components
Platform Services components containing cross-platform functionality that cover the
deployment of algorithms in the cloud/fog/edge continuum, and components providing the
security of the platform as a whole

2.7.1 Deployment System
Software deployment is the process of making software available for use in the target
environment. The deployment process involves various activities which may be
categorized into release, installation, and activation. Release involves the steps after
development cycles where a software system is assembled and prepared for transfer. The
installation comprises configuring the host and the software to accommodate the
execution. Activation is the process of executing the software after installation and for the
first time. Other deployment activities such as update and adaptation can be considered as
special forms of installation involving changes to existing software as atomic updates or
adjustments respectively.
While software deployment activities can be generalized into a predefined set of steps, the
nature of the steps varies from platform to platform. On top of that, deployment on an
arbitrary platform typically requiring minimal efforts can get very tedious when repeated
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numerous times under the same settings. As such, people involved in software
deployment often rely on solutions to reduce the complexity and increase operational
efficiency. Software deployment is particularly hard on remote devices with restricted
connectivity and often a major concern concerning the roll-out of security updates.
The knowlEdge project focuses on the following aspects of software deployment:
•

The secure rollout of software updates to resource-constrained devices at a large
scale.

•

Ensure that software updates are delivered to devices with limited internet connectivity.

•

Ability to remotely monitor the updates and the runtime in a secure, efficient, and
usable manner.

As part of task T6.4, the deployment system would mainly target edge devices but may be
extended to support fog and cloud applications as well.

Component Definition

Figure 22. Deployment System architecture
The deployment system follows a client-server architecture with lightweight client
components tailored for resource-constrained environments and a scalable server
component with a user interface. All components follow a modular design with low
coupling and high cohesion. This enables iterative development and maintenance of the
system in a simple and structured manner. The server-side component, called Deployment
Manager, is a centralized component with interfaces for user interaction and client
communication. On the other hand, the client-side component, called Deployment Agent,
runs on every device with very low footprints. This section briefly introduces these
components.
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The components are described below:
•

Deployment Manager: This is the central component of the system with APIs to
communicate with external components. Even though this is a centralized component,
it should be able to handle large amounts of traffic by vertical scaling. The Deployment
Manager will be developed with operation concurrency in mind in such a way that
available resources are utilized efficiently during high load. Furthermore, the manager
shall make intensive use of queueing mechanisms to process a high load of requests
without causing congestion. This form of vertical scaling would enable the management
of up to hundreds of targets. The system should support further scaling horizontally by
instantiating multiple managers and load balancing at the API level.

•

Deployment Agent: The client-side component of the system that runs on every target
device (e.g. gateway). The design and implementation of the Deployment Agent will
place maximum focus on reducing runtime footprints. This is to ensure that the limited
resources available on devices are kept available for other running applications to the
greatest degree. The Deployment Agent is mostly responsible for receiving tasks from
the manager, validating and installing them, and afterwards managing their runtime
lifecycle. A Deployment Agent could also be used to perform builds for other devices.
Logging considerations at every step of the deployment would assist developers in
discovering deployment issues and adds transparency to remote devices.
Interaction of the Component
Needs/Gives

What

With

Needs

Source code, configuration files, state files

T3.3. Code Repository

Needs

User authentication prior to access control

T4.3. AI Bootstrapping

Technical Foundations
The core technical decisions will be fully documented in D6.5 and D6.6. As of writing, the
deployment system is still at the design stage. The current expectation is that the core
functionalities will be realized utilizing open source software such as Salt and coupled with
other software customized toward project requirements.
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Open Issues
Issue

Description

Next Steps

Lead
(Rationale)

Deployment of
software on
HPC nodes

The programming access to computing nodes in
HPCs is often restricted. A generic solution is yet
to be designed if programmable deployment on
such hosts become a requirement.

Technical
requirement
analysis

FIT

Risks I
Risk

Description

Contingency Plan

HPC
deployment
is not
possible due
to technical
limitations

A generic solution for HPC deployment
may not be feasible due to technical
limitations such as a lack of suitable
execution rights or networking
restrictions. Providing proxy nodes with
rich programming access to HPC clusters
is a workaround but not possible in every
setting.

Deploy cluster software manually.

Edge
devices not
capable of
running the
agent
software

Certain edge devices may not be able to
host the agent software due to
unsupported architecture or operating
system.

Deploy the agent on proxy nodes in the fog
environment and remotely manage edge
devices.

2.7.2 Policy Manager
To guarantee the availability of KnowlEgde and the integrity and confidentiality of the
information shared inside of KnowlEdge a policy is need to be defined for each deployment.
This policy needs to be enforced by all components, which means all components need to
be supplied with the necessary information to make the correct decisions. The policy
manager is this central source for policy information and the central sink for security-relevant
events.
Because the requirements of the necessary policy are in an early stage the policy manager
currently only has two components, a private certificate authority(CA) and a logging service.
It is foreseeable that more components will be added at a later point.
The purpose of the private certificate authority(CA) is to give identities to all services of one
KnowlEgde deployment by supplying them with certificates. Additionally, the certificates can
also be used for transport-level confidentiality and integrity for example via TLS and for
message-level integrity via message signing, if required by the services.
To enforce a policy on the operational level it is necessary to monitor the security-relevant
events inside the KnowlEgde deployment. Therefore the policy manager needs to support
a logging interface where security-relevant events can be sent to. Since a KnowlEdge
deployment will be integrated into the infrastructure and the company might already be using
a SIEM an interface will be supported to relay the security events to it. This interface can
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also be used to build a hierarchy inside the KnowlEgde deployment, meaning that there
could be one logging instance inside the fog network which relays its events to logging
instances in the cloud.

Component Definition

Figure 23. Policy Manager architecture
The components are described below:
•

KnowLedge Service: This can be any service developed as part of KnowLedge for
which a certificate was granted.

•

Certificate owner: The owner of the certificate is a user who requested the creation of
a certificate for a service. Only the owner of the certificate can request the revocation of
mentioned certificate.

•

Auditor: The role of the Auditor is to monitor the security events which have been
collected by the KnowLedge services and if necessary to take action.

•

Policy manager log: The Log is a central logging service, which makes it easier for
administrators of the system to monitor for security events and to react faster. To do so
the Log needs an interface for security events, where the service can send their events
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to, a database to store the events, and an interface over which the auditor can access
the stored events for the analysis.
•

Policy manager certificate authority: The CA can issue certificates for the
KnowLedge services, with which the user and other services can identify the service. In
addition to issuing certificates the CA also needs to be able to revoke certificates and it
needs to be able to inform others about the revoked certificates.
Interaction of the Component
Needs/Gives

What

With

Needs

Preferred log event format and protocol

All Services

Gives

Certificates to services.

Technical Foundations
The current expectation is that the core functionalities of the Log will be realized utilizing
open source software such as rsyslog and PostgreSQL.
For the CA “smallsteps certificates” seems to be a viable option.
Open Issues
Issue

Description

Next Steps

Lead
(Rationale)

How many
Policy
managers are
needed in
KnowLedge?

Currently, only the company requires a policy
manager. But for the AI market and the access to
resources shared by multiple companies
additional policy manager instances might be
necessary.

Refine the
entities who own
the market and
the HPC.

FIT

Risks I
No risks are identified.

2.7.3 Identity Provider
To provide a benefit to the companies which deploy an instance of KnowlEdge the
employees need to have a way to access the information generated by the system. But not
all employees need to have the same privileges. So there needs to be a way for the
KnowlEdge services to authenticate users.
The identity provider provides a single sign-on (SSO) interface which can be used by the
services when a user needs to be authenticated and allows an administrator to manage
the users in a central place.
For the SSO protocol, the identity provider will support OpenID Connect but can be
changed to support protocols like SAML. To ease the adoption in the companies the
identity provider supports relaying the requests to external identity providers which are
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already inside the company (for example LDAP and Active Directory). For its internal data
structures and caches, the identity provider is deployed with a SQL database.
The identity provider can be configured over a web interface, over which users and their
service authorization can be managed. The identity provider is based on KeyCloak.
Component Definition

Figure 24. Identity Provider architecture
At the time of writing it is only planned to support OpenID Connect 1.0 12 which follows the
OAuth2.0 flows as defined in RFC 674913. The diagram illustrates these flows between the
KnowLedge user, a KnowLedge service, and the identity provider.
The components are described below:
•

KnowLedge Service: This can be any service developed as part of KnowLedge that
requires the authentication of a user.

•

KnowLedge user: A user of the KnowLedge platform.

•

Admin: The administrator of the identity provider.

•

External IdP: An already existing identity provider inside the company which does not
support OpenId Connect.

12
13

https://openid.net/specs/openid-connect-core-1_0.html
https://datatracker.ietf.org/doc/html/rfc6749
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•

Login-Page: The interface for both administrators and KnowLedge users to log in.

•

Admin-WebUI: A configuration UI for the administrator of the identity provider.

•

Id-DB: The database holds thelogin information, the internal data structures and the
caches of the identity provider.

•

Identity Provider Backend: The main part of the identity provider, managing the login
information, verifying authentication requests and validating services.
Interaction of the Component
Needs/Gives

What

With

Needs

OIDC verification flow

All Services

Technical Foundations
The current expectation is that the core functionalities will be realized utilizing open source
software such as KeyCloak for the Identity provider backend, the Login-Page, and the
Admin-WebUI and PostgreSQL for the Id-DB.
Open Issues
Issue

Description

Next Steps

Lead
(Rationale)

How many
Identity
Providers are
needed in
KnowLedge?

Currently, only the company requires an identity
provider. But for the AI market and the access to
resources shared by multiple companies
additional providers might be necessary.

Refine the
entities who own
the market and
the HPC.

FIT

Risks I
No risks were identified.

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

65 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

3 Usage viewpoint. Functional Specification Overview
The current section describes the functional specification and it describes how the
knowlEdge solution will work from the user’s perspective. As with any functional
specification, this section does not cover the implementation aspects. Instead, it explains
the features provided by the software, specifying its features and interactions, including
screens, menus, dialogues, etc.
Technical aspects associated with the implementation are to be included in the specific
technical WP deliverables (WP3-7) along with subsequent versions of the current
deliverable.
This functional specification covers the functional description of each component that was
identified in the global architecture definition (Figure 4). That description is structured in
two sections:
•
•

A textual description of the Behaviour and Functionality provided by the
component in its usage by a stakeholder.
A set of UI mock-ups giving a sense of the user experience that those stakeholders
will have and helping to understand how will be the interactions and to define
expectations between knowledge partners.

The three stakeholder roles expected to be using knowlEdge mentioned in the descriptions
are:
•
IT staff: that is IT-skilled people such as IT integrators, data scientists, software
developers, data engineers, etc. They could be internal (part of the staff of the
manufacturing company) or external (third-party IT providers). This kind of
stakeholder is used to configure, extend, deploy and develop software and usually
uses technical user interfaces, command lines or edit files.
•
Operator: represent the blue collars in a company. They can be engineers or people
without technical skills but it is proficient in executing manufacturing processes and
manipulating manufacturing machines. Operators use operational UI interfaces and
need those systems to talk in their language.
•
Managers: representing decision making personnel in a manufacturing company. As
the operators, managers only consume UI interfaces that talked business language.
Managers use to have access to operational or tactical dashboards and reports that
help them to make decisions.

3.1 Smart Decision-Making Layer Components
3.1.1 Human-AI collaboration & domain knowledge fusion
This section describes the functional decomposition of the Human-AI collaboration and
domain knowledge fusion component. The main purpose of this component is to provide
the interface for the interaction of human experts and AI systems.
Behaviour and Functionality
The main functionalities for the IT staff and/or technical engineers are the following:
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•

Model Deployment and Update: IT staff and/or technical engineers are supposed to
deploy the models that will be utilized by operators. They also need to keep the
models updated and fix issues that may arise during the utilization of the system.
•
Parameter Update: In addition to keeping the models updated, the parameters
should also be kept up-to-date in the human-AI collaboration platform.
•
Configuration for New Machines: New machines need to be added to the humanAI collaboration system and their configuration should be extracted and stored in
such a way that they are accessible to the modules.
The main functionalities for the operators/manager are the following:
•
•

•

•

Model Selection: operators select models from the available list of options in order
to execute them for a specific scenario.
Parameter Optimization: operators/managers perform optimization of parameters
that offer the best outcome for the given scenario. The system provides them with an
interface where the operators can select the parameters, try various values and
observe the results.
Configuration Adaptation: where machines are updated/upgraded or where a
model offers a need for specific configurations of machines that need to be modified,
operators/managers can adapt the configurations of machines so that it suits to the
model under consideration.
Domain Ontology Enrichment: operators/managers enrich the knowledge
repository with new entries obtained from the execution of the system using a diverse
set of models, parameters and configurations.
UI mockups

Figure 25 Error! Reference source not found.shows the UI-mockup for model selection
and parameter optimization user interface via which the domain expert selects the model
and parameter, and optimizes the parameter values. The UI presents visualization of
processing results for the selected model, parameter and values. Once the domain expert
determines the model, parameter and values, the UI then enables the domain expert to
export the result which will then be consumed by the DSS.
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Figure 25. Model selection and parameter optimization

3.1.2 2-Axis Decision Support System
This section describes the functional decomposition of the knowlEdge 2-axis Decision
Support System. The main objectives of the DSS system are on one hand to ensure the
desired process and product quality and on the other hand the ability to recognize
accumulated defects, to track the defect initiator upstream to the manufacturing process.
Behaviour and Functionality
This section describes an initial version of the behaviour and functionalities of the 2-Axis
DSS. The functionalities are identified to belong to the operators/managers of the DSS.
The main functionalities for the operators/managers are the following:
•
•

•

•

Data Sources & Live Monitoring: This function allows the operator/manager to
obtain live monitoring of all the available data sources of his/her facility, along with
information regarding the amount and the type of the acquired data.
AI Analytics: This functionality refers to the availability of the platform to provide the
operator/manager with the AI models in order to perform behavioural analysis/ quality
inspection on multiple data sources. The function provides also the user actions to
take based on the processing of the AI model verdict and the KPIs. In addition, the
function gives the opportunity to notify the user about the analysis through alerts and
notifications. Last but not least, the function deploys all the necessary processes to
explain the verdicts of the AI models.
Safety & Security: This function provides the operator/manager with detailed
information regarding the alerts and notifications he/she received based on a
selected time window enhanced with infographics and statistics.
Key Performance Indicators Monitoring & Addition: This function gives the
opportunity to inform analytically the operator/manager regarding the profile of each
KPI based on a selected time window. The function also allows the addition of new
KPIs.
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UI mockups
The following subsections outline the initial UI mockups of each aforementioned
functionality. It has to be noted that for each function the log-in phase and the main page
will be the same.

Figure 26. DSS login page
Figure 27 shows the main page of the knowlEdge 2-axis Decision Support System,
displaying some general information regarding the available data sources, the AI Analytics,
the alerts and notifications inside the Safety and Security window and the Key Performance
Indicators.
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Figure 27. DSS main page
3.1.2.2.1 Data Sources & Live Monitoring
Figure 28 presents the mock-up page of the Data Sources & Live Monitoring functionality.
The user can monitor the live feedback of the deployed sensing devices and obtain more
information regarding the types of the gathered datasets.
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Figure 28. Data Sources & Live Monitoring functionality
3.1.2.2.2 AI Analytics
Figure 29 and Figure 30 depict the mock-up page of the AI analytics platform. The
operator/manager can obtain useful information about the available AI models along with
the option to select the model and use it for training or prediction. The interface provides
infographics regarding the verdict of each AI model along with recommended actions to take
based on the AI verdict and the Key Performance Indicators. Furthermore, the interface
provides the user alerts regarding the operation of the production system, as it is presented
in Figure 30.
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Figure 29. AI Analytics screenshot 1

Figure 30. AI Analytics screenshot 2
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3.1.2.2.3 Safety and Security
The mock-up of Safety and Security functionality are visualized in Figure 31. Through this
interface, the operator/manager can obtain detailed information regarding the alerts and
notifications he/she received based on a selected time window enhanced with infographics
and statistics.

Figure 31. Safety and security
3.1.2.2.4 Key Performance Indicators
Figure 32 and Figure 33 present the UI mock ups for the Key Performance Indicators
functionality. This function gives the opportunity to inform analytically the operator/manager
regarding the profile of each KPI based on a selected time window. The function also allows
the addition of new KPIs.
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Figure 32. Key Performance Indicators 1

Figure 33. Key Performance Indicators 2

3.1.3 Digital Twin
This section describes the functional decomposition of the Digital Twin. The main feature
provided by this component is a digital representation of the current state of manufacturing
assets, processes, and products with the purpose of:
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•

The ability to test changes to processes before they’re implemented

•

Data-driven decision making

•

3D visualization of products/processes

•

Process/Product/Efficiency Improvement

•

What-if scenarios

This section describes the functionality provided by the digital twin to the different
stakeholders, those are mainly the operators and engineers of a manufacturing plant using
it and the IT staff that will configure it to a specific company to make it appropriate to their
specific needs.
Behaviour and Functionality
A digital twin refers to a digital replica of a digital twin counterpart. The digital
representation can interact with the physical one, and it is useful for the evaluation,
optimization, and prediction of the behaviour of the physical world. With the digital twin, it
is possible to represent and model processes and products features (ie physical
characteristics, bill of materials, tolerances, etc). Moreover, it provides data objects
describing various aspects of the physical and logical parts of a manufacturing process.
Additionally, it also includes the status of the different (potentially distributed) components
of the manufacturing system and product features. A digital twin allows simulating the
future state of the manufacturing process or product production using AI algorithms to
perform a dynamic virtual representation.
The functionality of the digital twin can be split into two phases. Design/Project time and
operation/execution time.
Design project time is done once by IT personnel or engineers and consist of the
configuration of a digital twin to the needs of the company. On the other hand, once the
digital twin is configured to represent the physical aspects of the company, the operation
phase consists of the usage by operators and managers to run the specific simulation with
the purpose to improve the business operations. This way the main functionalities are:
The main functionalities for the IT staff and/or technical engineers are the following:
•

•

•

Digital Domain Model Registration: This function corresponds to the need to
represent digital representations of real-world things, places and processes with the
purpose to improve products and optimize processes. A given engineer will represent
the things along with the needed features for solving the problem beforehand.
Digital Thing 3D Creation: this function compliments the digital domain model
registration, as not all the users will want to have a graphical representation of their
simulation in 3D. With this functionality, the digital twin assets are provided with a
graphical appearance and a set of animations that make the digital twin interpretation
more intuitive for operators and managers. IT technical staff must create the
elements that will be drawn as part of the execution.
Digital Asset Behavior Registration: digital assets modelled in the domain model
registration phase have a given behaviour that is invoked during the execution of the
digital model simulation. Associated with the digital behaviour of the digital assets
mathematical models are implemented and encapsulated into algorithms that are
consumed by the simulation. With this functionality, the user registers these
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•

•

algorithms that are consumed as REST services. Algorithms themselves are
developed and served externally. Algorithms can be simulations, optimisers or AI
algorithms.
Simulation definition: Simulation is the execution of the orchestration between
digital assets defined in the digital domain model that represents the behaviour of a
manufacturing plant. In this step, the IT engineer can represent the steps of a
manufacturing process of a product that will be run in the digital twin model
execution.
Physical to Digital Connection: digital twin contains digital models of products or
factories that were modelled in the digital domain model registration and used to run
predictions based on theoretic models. However, current circumstances in a factory
require continuous adjustment of the parameters of the domain model when using it
for real-time decision making. With that purpose, the IT staff must connect the
physical reality monitored through PLCs with WP3 components to the digital twin. For
instance, if a machine breaks, the production schedule should be updated with the
remaining workload.

The main functionalities for the operators/manager are the following:
•

Digital Twin Model Execution: consist of running the model configured by the
simulator with specific data to obtain a specific prediction. For instance, if the digital
twin has already been configured to model the plant with a specific number of
machines, resources, warehouses, etc, with this functionality the operator runs a
specific simulation for computing the optimal production schedule considering the
daily customer sales, available resources, etc.

•

Digital Twin Model Assessment: The execution of the model of the digital twin
provides values that can be used by the operators/manager to make business
decisions and understand better how to optimize their processes. Those results,
depending on the nature of the digital twin modelled can be values such as machine
throughput, average utilisation time, tack time, throughput, an average of resources
used, etc. Those results could be visualised and analysed with the help of the 2-axis
Decisions Support System or other analytics services. Those results can be helpful to
understand better if a given prediction provided by the knowledge AI algorithms
improve existing factory processes.
UI mockups

The following sub-sections show UI mock-ups to clarify the stories sketched above and the
knowlEdge of internal interactions related to them.
3.1.3.2.1 Digital Model Registration

Error! Reference source not found. shows the sequence diagram related to the creation
and edition of the data model representing the digital version of the reality.
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Figure 34. Mockup of Digital Domain Model Editor
3.1.3.2.2 Digital Thing 3D creation

Error! Reference source not found.Error! Reference source not found. shows the
sequence diagram related to the creation of 3D representations for visualising digital twins.
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Figure 35: Digital Twin Data Model Editor

3.1.3.2.3 Digital Twin Model Execution

Error! Reference source not found.Error! Reference source not found. shows the
sequence diagram for running the digital twin model simulation and get the execution
results in a dashboard.
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Figure 36. Digital Twin Model Execution
3.1.3.2.4 Digital Twin Model Assessment

Error! Reference source not found. and show the sequence diagram for running the
digital twin model simulation and get the execution results in a dashboard.
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Figure 37. Digital Twin Model Instantiation Dashboard

3.2 knowlEdge Management Layer Component
3.2.1 knowlEdge Marketplace
This section describes the functional decomposition of the knowlEdge curated,
decentralized Marketplace. The Marketplace is responsible for enabling direct transactions
of AI models and other items between customers and producers. It also offers several
other relevant functionalities, that are described in the latter sections.
Behaviour and Functionality
This version describes an initial version of the behaviour and functionalities of the
Marketplace.
• The Marketplace itself will be decentralized, based on blockchain technologies, in
order to have a secure login and identity management, as well as secure and
trustworthy transactions between customers and producers, utilizing digital tokens
to monetize assets.
• Profiles & User Roles: Each user that gets registered needs to assume a user role
(customer, producer) and depending on that, will have the appropriate permissions
and actions available. Furthermore, each user will have a user profile, depicting
some basic information about them along with some other functionalities, in the
case of customers, the following can be seen:
o Wishlist
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•

•
•

•

o Related items: Items that are relevant to each user’s needs and purchase
history will be presented here, in order to reduce the effort needed to search
for new products.
o Order history: Every order the user had ever placed will be displayed, along
with important information about it, such as the date and status of the order.
o Token wallet: In order to purchase items from the store, a user needs to have
tokens in their wallet, in order to exchange them. The token wallet will
indicate how many tokens will be available and will also include an option of
adding more tokens.
o Notifications: Each user will receive notifications about activities of their
interest, such as a change of the order status.
o Reviews and Ratings: Each user will have the option of reviewing products
and putting a rating on each product they own. That way, users will have the
opportunity to share their opinion and experience, thus helping other users
making well-rounded decisions.
One main function of the Marketplace will be the connection to the 2-axis DSS,
since the models and the data that will be running on the DSS will be taken from the
Marketplace and vice versa, the models available on the Marketplace will run on the
DSS.
Being a producer in the marketplace, a functionality/option of creating/deploying a
new product will be present, as well as an option of pushing and pulling models
from the knowlEdge repository.
Search & Filtering: On the Marketplace page, a user will have the option of
searching the marketplace for AI models, deployable solutions or datasets. Also, a
search bar will be implemented to search for particular items, utilizing keywords and
the existing catalogue. Furthermore, other filters will be implemented, such as price
range, owner of the product etc.
Product Information: Each product will have its own entry page, presenting some
general information about the product to the user, as well as different options.
Presented here are the options for an AI mode. First and foremost, there will be a
download option, where the user will download the product after paying the price in
tokens. Then, a specification option, where the product specifications will be
described. Also, an option to have the product run on the DSS will be available,
provided that the user has the necessary rights to access the DSS. Finally, an
option of available datasets will be presented, so that users can download them as
well, in order to try the AI model. It should be noted that a product on the search
page will depict some key information, namely price, owner, rating and keywords.
UI mockups and Sequence Diagrams

The following subsections outline the UI mockups that will be the base of the knowlEdge
curated decentralized marketplace.
3.2.1.2.1 Marketplace Main Page

Figure 38 shows the main page of the knowlEdge marketplace, displaying some general
information about the project and the marketplace.
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Figure 38. knowlEdge Marketplace General Information Page
3.2.1.2.2 Marketplace Product List

Figure 39 shows the product listing of the marketplace. It outlines the search function, as
well as the different parameters that can significantly aid the search process.
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Figure 39. knowlEdge Marketplace Products Listing Page
3.2.1.2.3 Marketplace Product Information Page

Figure 40 shows an outline of a product’s information. It is the page where a person can
download a product, run it on the Decision Support System, find relevant datasets and
check its specifications.
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Figure 40. knowlEdge Marketplace Product Page
3.2.1.2.4 Marketplace Profile Page

Figure 41 shows how a user profile could look like for the knowlEdge Marketplace. It
shows some basic information about the user, lists their order history, along with the
status, related items they may be interested in, a wishlist to keep items they may download
later and lastly, their token wallet.
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Figure 41. knowlEdge Marketplace Profile

3.2.2 knowlEdge Management and Repository
This section describes the functional decomposition of the knowlEdge Management and
Repository component. Its main functionalities include CRUD (Create, Read, Update,
Delete) as well as further search and lookup operations for the main entities of the
knowledge repository, i.e. AI models, Model Owners, Analytical Tasks, and metainformation about the used data (referencing the data repository delivered by WP3).
The relations between entities stored and managed in the knowledge repository are
explicated via Figure 42.
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Figure 42. Entity Relations of knowledge repository
Behaviour and Functionality
The main functionalities for knowledge repository administrators are the following:
•

Maintenance and Updates for knowledge repository taxonomies: In order to
adequately store, manage and retrieve AI models from the knowledge repository, we
intend to store all the necessary meta-information with them. That meta-information
includes taxonomies for the categorical entities of AnalysisType, PropertyType, and
ModelType. These have to be kept up-to-date with the used interoperability standard
(ONNX, PMML, or custom adaptations) and accurately reflect current as well as
foreseeable future requirements.

The main functionalities for data scientists are the following:
•

CRUD Operations for the main entities of the knowledge repository: Data
scientists can contribute their AI models to the knowledge repository either via a
graphical user interface or directly via the corresponding APIs. In order to do so, they
have to encode their models via a supported interoperability standard, which is
developed as part of Task 5.1. For legacy reasons, we do not intend to provide
functionalities to delete any of these models or update them directly. A model may be
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regarded as deactivated and an update to a model is considered a new model having
the original one listed as its parent (i.e., model versioning).
UI mockups
The following sub-sections show UI mock-ups to clarify the stories sketched above and the
knowlEdge of internal interactions related to them. The knowledge repository graphical
user interface will be integrated with the knowledge marketplace, in order to provide one
single entry point for functionalities provided by WP5. Maintenance of the knowledge
repository will only be visible for knowledge repository administrators, while the other
activities are available to all users.
3.2.2.2.1 Maintenance and Updates for knowledge repository taxonomies

Figure 43. Exemplary Taxonomy Update by adding further PropertyType
3.2.2.2.2 CRUD Operations for the main entities of the knowledge repository
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Figure 44. Exemplary Screen for Creating a Model in the Knowledge Repository

3.3 AI and Data Analytics Layer Components
3.3.1 knowlEdge Discovery Engine
The knowledge Discovery Engine aims to pursue the following tasks in an automated
manner:
•

Feature engineering as an input for subsequent learning algorithms

•

Structure discovery and clustering for the identification of behaviours and patterns
within data and ensuing labelling

•

Unsupervised outlier detection for the improvement of supervised learning
techniques and as general data quality feedback

•

Provisioning of APIs to query the generated data information
Behaviour and Functionality

The goal of this component is to provide queryable inherent information from the given
data. While the primary target is to enhance the feature engineering process for
subsequent supervised model generation processes, it also allows users to query
interpretable information on predefined datasets from an internal knowledge repository.
The following functionalities are concerned in order to achieve this aim.
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•

Specification of data sources: Other components as well as potential users should
have the option to define a variety of data sources as input for the knowledge discovery
pipeline. The results of extracted information are either directly emitted afterwards or
stored in an internal repository.

•

Feature engineering: While some models may yield accurate but non-interpretable
results, one goal is to output interpretable features that can be interpreted by users and
optionally visualized in further components.

•

Structure discovery and behavioural detection: Similar to the feature engineering
process this functionality should enhance the interpretability of processed data. In
addition, clustering of extracted data characteristics allows for the detection of
behaviours and patterns, which in turn allows for a (non-semantic) labelling of data.
Results may be included in subsequent analysis methods as well as being used as
input for data descriptions and visualizations. Moreover, interpretable models
generated during this process can be exploited by operators and managers for related
tasks such as trend analysis or forecasting.

•

Outlier Detection: Outlier detection should on the one hand optimize consecutive
analysis processes, but on the other hand allow to draw conclusions regarding data
quality and potential misbehaviours. Operators and other users can verify the results of
the outlier detection phase and consequently react on unintended outputs.

3.3.2 AI Model Generation
This component focus on providing a system for the automated generation of models.
More specifically, the system aims to:
• Represent generic target problems based on an initial set of resources.
• Generate AI models based on the task and available data considering expected
performance and computational cost.
• Improve models taking into account user feedback and models in the marketplace.
• Assess the performance of AI models in real-time.
• Reuse models from the Knowledge Repository (T5.1 / T5.2)
In the next section, the functionalities of the component are detailed along with the
operations that the user can perform.
Behaviour and Functionality
The main goal of this component is to provide the user with a set of models capable of
solving a task based on a set of strategies recommended by the system. The problem to be
solved is defined in terms of the input and output variables and the return and risk functions.
Later, the user can define the configuration of the training and test datasets and the type of
validation. Taking into account the task and the configuration, the system generates a
training plan with the recommended strategies to follow to solve the task. The user can
decide to carry out that plan, modify it or create strategies on their own. The models are
deployed once the strategies are executed by the system. The user can consult the
execution status at any time. Once the execution is finished, the model is stored in the
repository and the results are presented to the user. This process can be divided into three
main tasks to be performed by operators / managers:
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•
•
•

Dataset selection: The user can upload a dataset to work with or use an existing
one from the data repository.
Task selection and training: The user can select previously defined tasks or create
a new one. Then, the user can define the training configuration indicating training,
test datasets and validation type.
Strategy provider: This sub-component is in charge of providing a list of fully
instantiated strategies. During this process, initial state, loss-function, sampling
strategy and methods are defined given the name of the method and the training
configuration of the task. In the end, those parameters are shown to the user, who
must validate them in order to start training the model.
UI mockups

The following sub-sections show UI mock-ups to clarify the stories sketched above and the
knowlEdge’s internal interactions related to them.
3.3.2.2.1 Dataset selection

Figure 45. Exemplary Screen for searching a dataset in the Knowledge Marketplace

3.3.2.2.2 Task definition

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

90 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

Figure 46. Exemplary Screen for searching dataset-related tasks
3.3.2.2.3 Task configuration definition

Figure 47. Exemplary Screen for defining training configuration for selected task
3.3.2.2.4 Proposed strategies/solution list
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Figure 48. Exemplary Screen for showing proposed strategies according to task
and training configuration

3.3.3 Process & Learning Orchestration
This section describes the functional decomposition of the Processing & Learning
Orchestration component. The purpose of this component is to:
• fetch AI models;
• deploy them in a suitable computing environment;
• perform a continuous evaluation on each AI model, so to confirm or remove the
deployment.
In this section, the functionality of the Processing & Learning Orchestration component will
be described in relation to the needs of the different stakeholders, including mainly the IT
staff that will provide the necessary system integration.
Behaviour and Functionality
The Processing & Learning Orchestration component orchestrates the fetching,
deployment and evaluation of the AI models in different computing environments as Cloud,
Edge and HPC.
The main functionalities for the IT staff and/or technical engineers are the following:
• AI models’ deployment: to perform the models’ deployment, this component
executes Deployment Agents and Model Runners on dedicated infrastructure. The
IT staff will have to integrate these knowlEdge services with the existing
infrastructure.
• AI models’ continuous evaluation: the deployment of AI models can be confirmed
or removed by this component based on the values assumed by some evaluation
metrics. The IT staff will provide thresholds to define when a deployment should be
removed, e.g. a maximum threshold for the usage of machine resources, a
minimum threshold for the AI models’ accuracy.
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Operators and managers are not supposed to interact with this component, since it has to
do with the management of the workflow of AI models, which should be transparent to
them.
UI mockups
Being a component that operators and managers are not supposed to interact with, the
Processing & Learning Orchestration has no user interface by default.

3.3.4 Overall Monitoring
This section describes the functional decomposition of the Overall Monitoring component.
The purpose of this component is to:
• monitor AI models learning performance through performance-related metrics, e.g.
accuracy;
• monitor the machine resources used by each model through computational-related
metrics, like CPU or memory usage;
• monitor the status of the fog infrastructure where different AI models are deployed.
This section will detail the functionality of the Overall Monitoring component in relation to
the needs of the different stakeholders, who in this case are both the IT staff, for
including mainly the IT staff that will provide the most appropriate configuration.
Behaviour and Functionality
The Overall Monitoring component provides a monitoring system for the AI models
executed in Cloud, Edge and HPC environments, computing different kinds of metrics that
can be used to evaluate the models’ learning performance, their usage of the
computational resources and the status of the infrastructure where the models are running.
The main functionalities for the IT staff and/or technical engineers are the following:
• Computing infrastructure monitoring: thanks to the metrics calculated by the Overall
Monitoring component, it is possible to monitor the status of the computing
infrastructure so that, if necessary, actions on the AI models’ deployment can be taken.
• AI models’ monitoring: the computed metrics allow also to monitor the behaviour of
the AI models themselves, e.g. check if their performance is satisfying or if it is
necessary to act on their deployment.
UI mockups
The Overall Monitoring component has no user interface by default. However, to facilitate
the interaction with the aforementioned stakeholders, customised user interfaces can be
developed by exploiting the REST interface provided by the component. A dashboard
dedicated to developers will be provided to allow to inspect of the data coming from the
different sub-components prior to integration.
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Figure 49. Overall Monitoring UI

3.3.5 HPC AI Bootstrapping
This component will be focused on executing given AI models in an HPC environment to
measure their performance. Each model execution will generate data regarding its
behaviour in form of hardware counter values and execution traces.
Behaviour and Functionality
The main goal of this component is to improve the performance of the AI models executions
by using the generated data. With a deep analysis of this data, this component will provide
a guide on how to configure each execution, regarding the used library, thread count and
memory usage among others.
Models can be fine-tuned to obtain maximum performance with the available resources. If
any change is to be made in a model, a new analysis will be performed to assure the
benefits or to discover new improvement points.
UI mockups
This component does not have a user interface. Contributions from this component will
come in form of configuration files, linked to each model to be executed in the future.

3.3.6 Edge Embedded AI Kit
As mentioned in previous sections, the Edge Embedded AI Kit is the module responsible
for containerizing AI models to deploy inference of AI models in HPC and cloud
environments. During this process, the user does not make any decision, which is why
there are no mockups for this section.
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3.4 Data Integration and Management Layer
3.4.1 Data Collection Platform
This section describes the functional decomposition of the Data Collection Platform. The
main features provided by this component are
•

The ability to collect the data from the shopfloors and make them available to the rest
of the KnowlEdge components

•

Must be able to understand the different Data Models that can be found in the different
Data Sources

•

The ability to be plugged into the different shopfloor through the specific drivers and
low-level buses

•

The ability to be configured statically and reconfigured online without losing the
functionalities
Behaviour and Functionality

The main component (and the corresponding capabilities) of the Data Collection Platform,
for the data engineers, are the following:
•

Sensor Reader Interface: This is the lowest level of the overall KnowlEdge platform.
It’s responsible to implement the drivers needed for reading the data from the sensors
located on the Use Case’s Shopfloors. Can be configured for defining drivers,
instantiate objects and sensors’ digital twins

•

Sensor Protocol Adapter: It has the capability to transform and adapt every Data
Modules from the shopfloor one to the most suitable one for the KnowlEdge platform.

•

Data Model Abstractor: The data model abstractor unifies the different information
models that depend on the specific field protocol, in order to hide that information when
the data is presented to the real-time broker

•

MQTT Data Streamer: It represents the NBI interface to the external application. For
KnowlEdge purposes, it can export the data to the common Real-Time broker

3.4.2 Data Quality Assurance
This section describes the functional decomposition of the Data Quality Assurance. The
main feature provided by this component is improving the quality of the data collected from
the manufacturing plants with the purpose of:
•

The ability to pre-process the data

•

Measurement of the data quality

•

Improvement of the data quality based on the measurement result

•

Visualization of the data quality report
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Behaviour and Functionality
The main functions for the data engineers and operators are as following:
•

Data quality requirements & dimension rules management: within the Data Quality
Assurance framework, the data engineers are able to define and manage the data quality
requirements which represent the quality expectations to the dataset. In addition, it
allows to define and manage the dimensions in which the data quality will be measured.

•

Data preprocessing operation: it allows the data engineers to implement/apply the preprocessing operations on the dataset, such as filtering, eliminating duplicates or
formatting, etc.

•

Data Quality measurement: it allows the data engineers to implement/apply the quality
measurement algorithms against the selected dimensions.

•

Data Quality Improvement Operation: it allows the data engineers to implement/apply
the quality improvement algorithms to satisfy the defined data quality requirements.

•

Data Monitoring & Quality assessment report visualization: it provides various
graphical views to visualize the dataset, and access the quality assessment report.
UI mockups

This section shows the initial UI mockups of the Data Quality Assurance components and
the operation sequence diagram for the Data Engineers.

Figure 50. Data Quality Assurance first mockup version
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3.4.3 Historical Data Storage Service
This section describes the functional decomposition of the Historical Data Storage Service.
This service is responsible for storing all the historical raw data originating from the
manufacturing process as well as for storing processed data resulting from the various
services working on the collected raw data. It should make the data available to the
services processing the data in the most appropriate place which includes edge, frog, or
cloud.
Behaviour and Functionality
The Historical Data Storage Service will provide the following functionality:
• Metadata Management describing the format of the data to be stored including
retention policies.
• Data Management encompassing typical CRUDL (Create, Read, Update, Delete, List)
operations
• Data Governance describing the data distribution across Edge, Fog and Cloud with
the focus on privacy and confidentiality.
• Data Orchestration moving the data between the multiple locations considering the
restriction defined by the Data Governance.
The main functionalities for the IT staff and/or technical engineers are to perform typical
operation tasks including:
• Installation and Configuration: The IT staff should deploy the software components
following the instructions in the manual and provide adequate values in various
configuration files describing for example the location of interconnected system
components in the particular infrastructure.
• Monitoring and Troubleshooting: The IT staff usually deploys a central infrastructure
monitoring system such as Nagios and might decide to include the Data Storage
Service in the company-wide monitoring service. Such monitoring service usually
observes availability and performance parameters and creates alerts when thresholds
are reached. The alerts are sent to the IT staff via email. In response to those alerts,
the IT staff conducts troubleshooting task analysing relevant log files and consequently
implementing corrective measures as changing relevant values of configuration
parameters or providing additional resources.
The main functionalities for the operators/manager are the following:
• Initials Setup: Data scientists and/or operators/managers are expected to take
responsibility for the initial system set-up in form of providing metadata information
model and providing data governance and orchestration policy using configuration files
and or predefined APIs.
• Monitoring and Troubleshooting: Data scientists and/or operators/managers can use
external tools as plain text editor or data visualisation tools such as Grafana or Kibana
to analyse the raw data in the database in the context of troubleshooting cases. This
group of users might inspect the metadata model using external tools in the context of
troubleshooting.

Vision, Specification and System Architecture (Initial) - Vs: 1.0 - Public

97 / 109

Towards AI powered manufacturing services, processes, and products in an edge-to-cloudknowlEdge continuum for humans [in-the-loop] – www.knowlEdge-project.eu

UI mockups
The following sub-sections show typical UI mock-ups to clarify the stories sketched above
and the knowlEdge internal interactions related to them.

Figure 51. Configuration
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Figure 52. Monitoring and Troubleshooting

3.4.4 Real-time Brokering
This section describes the functional decomposition of the Real-Time Brokering
component. This component enables the data transfer between multiple services in an
asynchronous manner. It takes the messages coming from registered publishers and
distributes those messages to the relevant subscribers at the Edge, Fog, or in the Cloud.
Behaviour and Functionality
The Real-Time Brokering will provide the following functionality:
• Queueing of Messages: stores the published data and events until they are forwarded
to the subscribers.
• Topic and Connection Management: keep track of the topics and the registered
publishers and subscribers.
• Identity and Access Management: verifies the publishers and subscribers and their
access to specific topics.
The main functionalities for the IT staff and/or technical engineers are to perform typical
operation tasks including:
• Installation and Configuration: The IT staff should deploy the software components
following the instructions in the manual and provide adequate values in various
configuration files describing for example the location of interconnected system
components in the particular infrastructure.
• Monitoring and Troubleshooting: The IT staff usually deploys a central infrastructure
monitoring system such as Nagios and might decide to include Real-Time Brokering in
the company-wide monitoring service. Such monitoring service usually observes
availability and performance parameters and creates alerts when thresholds are
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reached. The alerts are sent to the IT staff via email. In response to those alerts, the IT
staff conducts troubleshooting task analysing relevant log files and consequently
implementing corrective measures as changing relevant values of configuration
parameters or providing additional resources.
The main functionalities for the operators/manager are the following:
• Monitoring and Troubleshooting: In case of data loss or data mismatch data
scientists and/or operators/managers can use external tools as plain text editor or
data visualisation tools to analyse how the row data messages are distributed and
verify that the received messages are sent to the expected subscribers.
UI mockups
Figure 51 and Figure 52 from the previous section are presenting typical UI mock-ups
clarifying the stories sketched above and the knowlEdge of internal interactions related to
them.

3.5 Platform Services Components
3.5.1 Policy Manager
This section describes the functional decomposition of the policy manager. The main
purpose of the policy manager is to provide a policy infrastructure for the services. To
achieve this goal the policy manager stage provides a CA and a central logging server.
Behaviour and Functionality
The main functionalities for the IT staff and/or technical engineers are the following:
•

Certificate signing: processes certificate requests and return the signed certificate
request

•

SIEM connection: provide an API to connect the company's security information and
event management (SIEM) to the logs of the knowlEdge services.
UI mockups

Currently, there is no plan for a UI for the policy manager, since the interaction is all via
APIs. These APIs can be used by the tools the IT staff is already using in their regular
work.

3.5.2 Identity provider
This section describes the functional decomposition of the identity provider. The main
purpose of the identity provider is to centralize the user management for the IT staff. This
eases the administration and reduces the likelihood of stale user accounts.
Behaviour and Functionality
The main functionalities for the IT staff and/or technical engineers are the following:
•

Managing roles: Create roles and administer their access rights. As well as
removing unused roles.
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•

Managing users: Add new users and remove users to the identity provider

•

Assign roles to users: To give access to the users each user needs to have at least
one role assigned to them, with which an access decision on the identity provider can
be made. The role also dictates the contents of the access tokens which are returned
after a successful login and will be used by the services to authenticate the users.

The main functionalities for the operators/manager are the following:
•

Authenticate users: Authenticate the users and provide them with access tokens for
the services to which they have access.
UI mockups

The following sub-sections show UI mock-ups to clarify the stories sketched above and the
internal interactions related to them.
3.5.2.2.1 Managing roles

The following figures show how a new role can be created, how the attributes of roles can
be changed and how they can be removed.

Figure 53. Add role

3.5.2.2.2 Managing users

Similar to the process of managing roles, users can be created and removed.

Figure 54. Add user
3.5.2.2.3 Assign roles to users

To give the users their needed access right the IT staff needs to assign at least one role,
which they need for their work.
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Figure 55. Assign roles
3.5.2.2.4 Authenticate users

If a user wants to have access to a service they need to log in at the identity provider to
receive their access token.

Figure 56. Authenticate user
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4 Implementation viewpoint. Deployment model
This section covers the deployment aspects of the knowlEdge platform. From a
deployment perspective, knowledge components can be deployed at three levels: (i) edge,
(ii) fog and (iii) cloud.
•

Edge components: those are the components deployed in the company’s premises.
They used to be deployed in low powered hardware, with limited access to the outside
network and with strict policies in terms of security and data sharing.

•

Fog components: those components are meant to be deployed in the fog, which is
characterised by powerful hardware that is located near to actual devices, and has an
intermediate character between edge and cloud levels. Usually, fog infrastructure is
tied to a single company and makes possible the collaboration of algorithms and other
components running in edge components for the same company.

•

Cloud components: are meant to be hosted in the cloud with a vast amount of
resources and no restrictions in terms of user accessibility. They use to support
processes/scenarios where more than one company is involved or different companies
of the same group want to collaborate. However, the main difference with the fog level
is the concept of software as a service or SaaS, where companies do not want to host,
manage and pay for hardware and have skilled people. Components here tend to get
profit from the accessibility and computation power provide but server farms.

knowlEdge components deployment is around the microservices architecture, where each
component is composed of one or more containers that are to be orchestrated, monitored,
secured and managed, and that introduced the proper flexibility that makes knowledge
deployable in scenarios ranging one or several companies in a continuum. All services
need to be designed to be small, short-lived and have well-defined entry and exit points.
knowlEdge differentiates between components and applications, where components are
the building blocks that third-party companies can use to build their final applications,
although some of the apps provided by knowlEdge can be used directly by operators and
other knowlEdge users to interact with the platform. That is the case of the Digital Twin,
the knowlEdge Decision support system, or the Human-AI collaboration and Domain
knowlEdge Fusion.
All knowlEdge components have been given with a short name for readability purposes.
Thus, the table below (Figure 4) shows the decomposition of knowlEdge blocks and
modules down to components together with the task ID they belong to, and the summary
of short names.
Task

T3.1

T3.2

Component

Main Role

edge
X

Data Collection
Platform

This block will collect the data from the shopfloors of
the different pilots and make them available for
processing at the upper layers of the 103knowlEdge
platform, using a uniform data model.

X

Data Quality
Assurance

This block will perform data quality assessment
providing structures, modules and algorithms
dedicated to this.
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X

X

T3.3

A scalable time-series data storage service
responsible for storing the IoT data across the Edge
and the Cloud, orchestration and access control

X

Historical Data
Storage Service

X

T3.3

X
A high-performance message broker facilitating
failure-free data propagation across different services
in edge and cloud

X

Real-Time
Brokering

Information and feature store to be exploited by
other components to give feedback based on
interpretable information

X

X

T4.1

Knowledge
Discovery
Engine

Automated continuous process of model training and
testing based on synthetic datasets

X

X

T4.2

AI Model
Generation

X

X

T4.2

Edge
Embedded AI
Kit

Edge-ready lightweight module for the execution of
model inference and fine-tuning
AI algorithms automated execution in HPC/Cloud
with embedded trace-based performance analysis

X

X

T4.3

HP AI
Bootstrapping

X

X

X

T4.4

Processing &
Learning
Orchestration

The component in charge of fetching and
orchestrating the AI models from T4.1 and T4.2
X

X

X

Overall
Monitoring

Main access point to all the services provided by the
monitoring API, composed of several subcomponents
at different levels

X

X

Knowledge
Management
and Repository

Knowledge management infrastructure and
repository will deal with the research and
development of a distributed infrastructure and
technical means to ensure efficient management
and access of information and knowledge

Knowledge
Marketplace

This component will provide an interface for the
presentation of AI models’ descriptions and metadata
available from T5.1. Furthermore, the interface
should provide further functionalities such as user
profiles and their management, search capabilities,
rating and feedback mechanisms etc.

Digital Twin

A digital twin is a digital counterpart representation
of a physical object, which accurately mirrors the
current state of its corresponding physical twin. The
digital twin will simulate the behaviour of the
manufacturing processes based on simulators and AI
algorithms and will provide results in 2D and 3D
dashboards

Policy Manager

To guarantee the availability of knowledge and the
integrity and confidentiality of the information
shared inside of knowledge a policy is needed to be
defined for each deployment.
This policy needs to be enforced by all components,
which means all components need to be supplied

T4.4

T5.1
and
T5.2

T5.3

T6.2

T6.3
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with the necessary information to make the correct
decisions.
The policy manager is the central source for policy
information and the central sink for security-relevant
events.

T6.3

T6.4

T7.1

T7.2
and
T7.3

X

X

X

Identity
Provider

This component provides a single sign-on mechanism
for the users who have to interact with the other
component

X

X

X

Deployment
Manager

The server-side components of a configuration
management system for edge applications. This
component enables users to deploy software on
remote edge devices, providing utilities to support
bulk deployments, remote command execution, and
deployment monitoring.

X

X

Human-AI
collaboration &
Domain
Knowledge
Fusion

This component will offer an interface for domain
experts to interact with AI model, domain ontology,
configuration. By doing so, it enables the domain
experts (or machine operators) to enter ground truth,
configuration adaptation, model selection, and
ontology enrichment.

X

X

2-axis DSS

Dynamic and interactive dashboard composed of
several topics, such as machine use (highlight the key
elements of its activity), alerts to identify areas
where a fault or malfunction occurs and
management info (maintenance time, operational
costs, machine performance, etc.) as measured by
key indicators
The visualized KPIs will be created and calculated
based on the need of each shop-floor and multiple
levels (product-level and process-level) to evaluate
their success at reaching targets - should visualize
T7.2 outcomes and live data from shop-floors (WP3)
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5 Conclusions
This document presents the work done at T2.4 on defining the knowlEdge global
architecture and its components. The document describes using a UML equivalent notation
the main elements composing each knowledge component and their main interactions with
other components. This definition allows technical partners to understand the scope and
functionality provided by other components.
On the other hand, the document explains the functional specifications. Functional
specifications differ from the architectural descriptions in that they provide a customer view
of each component. They explain the experience that a given user experiences when using
the component. Those users can be IT staff internal or external of the manufacturing
company, an operator (blue-collar) that interact with machines in the shopfloor and possess
technical knowledge on the manufacturing domain, or it can be a manager, more focused
on analysing the performance of the manufacturing plant and how to improve the
manufacturing processes and identify competitive advantages for his company.
The functional specification describes the services/goals that the user wants to achieve
when using the knowledge component. Mockups of the components that provide UI
interfaces have been provided. The document provides a description of those activities or
services.
Finally, the document covers an initial deployment description of the knowlEdge
components, where different models can be accommodated. Since not technical
manufacturing companies that want to benefit from SaaS solutions are get rid of the
deployment complexities hosting as many components in the Cloud, to bigger companies
that want to host and train models in their fog facilities while keeping a lockdown with what
information is shared outside.
All the details contained in the document are of great value for technical workpackages
(WP3-7) in their initial stages and provide to technical partners in WP8 a description of the
components to be used when instantiating and addressing the pilots’ demonstrators.
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Annex A: History
Document History
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•
•
•
•
•
•
•
•
•
•
•

0.1 Initial version of the document
0.2 ICE generates first architecture example
0.3 Contributions from partners on components’ architecture
0.4 ICE generates first functional specification example
0.5 Contributions from partners on components’ architecture
0.6 ICE edition for first internal review
0.7 BSC internal review comments
0.8 Amendment of internal review comments
0.9 VTT review
1.0 final version of the document (ready for EU commission)
Direct input of all technical partners
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